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Introduction to the Security System

Secured Iltems

The ProcessView security system provides restricted access to ProcessView functions based on the
concept of a logged-in user. A security system administrator configures the system by adding users
and assigning them specific ProcessView privileges. In addition, administrators may associate users
with certain administrator-defined groups that also have assigned privileges. Thus, a user has the
effective rights of all the groups to which he or she belongs plus his or her own private rights.

The user/group concept for security assignment is well established in computer operating systems
(such as Microsoft Windows NT) and computer networks (such as Novell Netware). This
document assumes that the reader has an understanding of these concepts.

Security protection is applied to the following items within the ProcessView system:

. Application actions

. Process output points
. Critical points

. Files

. Custom strings

. Stations

Security System Components

The security system consists of a Security Server and several security clients. The clients
communicate with the server via Microsoft COM/DCOM and therefore can optionally execute on
network nodes other than the Security Server Node.

The security system provides two special purpose security clients: one for user login (the Security
Login application) and another for administration of the Security Server (the Security Configurator).
The rest of the security system clients are the other applications in the ProcessView family (e.g.
GraphWorX, TrendWorX, AlarmWorX, etc.). Any stimulus (e.g. a user login or logout) that causes a
change in security status will be immediately posted to the affected clients.




Security Server

Installation

CLIENTS

GraphWorX32 | TrendWorX32 | AlarmWorX32

GenClient GenClient GenClient

COM /DCOM

POLICY
USERS/GROUPS

* Application Actions
» Files

* OPC Output Points

Configuration
File

SERVER

Figure 1. Security SystemComponents

The security system is installed as part of the ProcessView installation. The Security Login client is
also installed as part of the Security Server installation.

You must specify a default administrator password during the installation. This password defaults to
"SMAR" (in uppercase). Refer to the Security Password dialog box that appears during the
installation, as shown in the figure below. You will use this password to gain administrator access to
the Security Server for the first time.

Note: When a new user is added to the system with Administrator privileges, the default installation
password is disabled. The default password remains disabled as long as there is at least one user
with administrator privileges.

Security password |

Enter a default administration pazsword for zecurity configuration.

Flease, write down the zecuity pazsword ag pou will be azked for
it when entering ProcessYiew Security Spstem.

security
password

Password:

< Back I MHest = I Carcel

Figure 2. Default Administrator Password
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Security Server Configuration
The Security Configurator allows Security Server administrators to configure security settings for
users and groups. You must enter an administrator password to use the Security Configurator.
Configuration of the security system is accomplished by running the Security Server Configurator
("security.exe") in interactive mode. The Security Server may be launched in interactive mode from
the ProcessView program group, or from other ProcessView applications while they are in
configuration mode.

Administration Login
To start the Security Configurator:
1. From the Windows Start menu, select Programs > Smar > ProcessView > Tools > Security
Server.

2. This opens the Security Server Administrator Login dialog box, shown in the figure below.
You must enter one of the following to proceed to configuration:

oA User Name and Password for a user that has previously been configured as a Security
Administrator.

eThe default administrator password that was set when the Security Server was installed.
Note: At some point, the name or password should be changed (create a new user with
administrative rights) so that this default administrator account is not used by outside sources.

eAn emergency password you received from technical support based on the challenge code
shown in the login dialog box.

Smar Security Server Administrato ﬂ

Enter an Administator user name and
paszword, or leave the uzer name
blank and enter the default
Administrator pazsword:

gzer Mame: I

Pazzword: I

Challenge: |2289?

] I Cancel

Figure 3. Security Server Administrator Login

3. When you log in, the Security Server Configurator screen opens, as shown in the figure
below. The Security Configurator consists of two separate panes. Both panes of the view will be
empty when you first log in. Each pane has a tree control. The left tree is the Group View. Here the
root nodes are groups, and the child nodes are the users that belong to the group. The right tree is
the User View, in which the root nodes are users, and the child nodes are the groups that have
been assigned to each user.
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) Smar Security Server - Untitled ] 4
File Edit Insert Wiew Help

D|=|E| £6%| ¢ @@ (2]

Ready l_ W A

Figure 4. Blank Security Configuration

4. The first time you log in, you will be asked to specify a file hame and location for your security
configuration file. Future sessions will automatically load this file on startup. To change the name
and/or location, choose Save As from the File menu. You must save the security configuration in a
file. Specify a file name in the Save As dialog box. This file is saved in your ProcessView installation
folder.

The most recently used .sec file is always the currently active security configuration.

saveas 2]
Save ik Ia Examples j aa ﬁ( Eo-

|7 Alarmiwary Examples 7] Graph®ary Templates 3 Trendwory Example:
I AlarmiWor® VB Samples  [_Languages

|_ I DatatWors VE Samples [CAMultimedia Dema

-2 a3z Ole 3 Sample Project

7 Glabal liasing Examples A Scripbwory Examples

1 Graphitary Examples 3 Security Y8 LoginClient

1| | i

File narne: ITest.sec

Save a3 bype: ISecurit_l,l Files [* sec) =] Cancel |

Figure 5. Save As Dialog Box

Toolbar

The Security Configurator toolbar, shown below, contains the following command functions. For
more information about these functions, please refer to the Menus section.

e New: Creates a new security configuration (.sec) file.
e Open: Opens an existing security configuration (.sec) file.

e Save: Saves the current security configuration (.sec) file.
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e New User: Creates a new security user profile.

New Group: Creates a new security group profile.

Associate Users With Groups: Links a user to a group, or a group to a user.

e Refresh: Synchronizes users and groups with the Windows NT security database.

Default Group: Opens the properties dialog box for the default security group.

e Application Actions: Defines which users and groups have access rights to specific
ProcessView applications and actions.

e  Print: Prints the current security configuration.

About: Opens the About Box, which contains information about the application.

o8] & (e(w| 5 @l Sl

Figure 6. Security Configurator Toolbar

Menus
The Security Configurator contains the following menus:
. File
. Edit
o Insert
. View
. Help
File Menu

The File menu contains the following commands:

Command ‘ Shortcut Keys ‘ Function

New CTRL+N Creates a new security configuration (.sec) file.
Open CTRL+O Opens an existing security configuration (.sec)
file.
Save As Saves the current security configuration (.sec)
file with a new name.
Exit Closes the application.
Edit Menu

The Edit menu contains the following commands:

Command ‘ Shortcut Keys ‘ Function

Edit Enter Opens the properties dialog box for the
currently selected user or group.

Rename Renames the currently selected user or group.

Delete Del Deletes the currently selected user or group.

Duplicate Makes a copy of the currently selected user or
group.
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Command | Shortcut Keys Function

Global Sets the global security policy and critical

Settings points.

Default Opens the properties dialog box for the default

Group security group (disabled in basic security
mode).

Application Defines which users and groups have access

Actions rights to specific ProcessView applications and
actions.

Insert Menu

The Insert menu contains the following commands.

Command ‘ Function

New User Creates a new security user profile.
New Group Creates a new security group profile.
Associate User & Links a user to a group, or a group to a user.
Group

View Menu

The View menu contains the following commands.

Command ‘ Function

Toolbar Shows/hides the Security Configurator toolbar.

Status Bar Shows/hides the Security Configurator status bar.

Synchronize With NT Synchronizes users and groups with the Windows NT
security database.

Basic Mode Simple security configuration for beginners.

Advanced Mode Advanced security configuration for experts. Also converts
from basic security mode to advanced security mode.

Help Menu

The Help menu contains the following commands:

Command ‘ Function

Help Topics Opens the help documentation associated with this
application.

About Application Opens the About Box, which provides the version
number and copyright information for this application.
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Security Configuration Modes

The Security Server supports three general modes of security configuration. The security mode is
specified in the Security Configurator:

e Basic security mode
e Advanced security mode

e Integrated NT security mode

The Security Server can run in “basic” mode or “advanced” mode. Basic mode is suggested for first
time users of the Security Server. The advanced mode is equivalent to the only security mode in
previous versions of ProcessView.

You can always convert a basic mode configuration to an advanced mode configuration at any
time. However, the conversion from basic mode to advanced mode cannot be reversed (i.e. an
advanced configuration cannot be converted to a basic configuration).

The integrated NT security mode automatically synchronizes users and groups with the Windows
NT security database. The node on which the Security Server runs must have Windows NT,
Windows 2000, Windows XP, or .NET Server, but the client nodes can run on any Windows
operating system (i.e. Windows 95, Windows 98, Windows Me, etc.).

Basic Security Mode

Basic mode limits the configurability of the security system with the aim of easy configuration and
predictable runtime results. The following restrictions are imposed when in basic mode:

e The Default Group is disabled for editing and allows no access at runtime.
e Only User Properties can be edited in the User dialog.
e  Security access rights are assigned only to groups.

e Auser must be associated with one and only one group. In basic mode, this association can be
made directly from the User Properties dialog box.

To configure the Security Server in basic mode:
1. Inthe Security Configurator, select New from the File menu, as shown in the figure below.

File Edit Insert ‘iew Help

Qpen. .. g Chrl+D J ]

Save Bs..,

-

1 sample. sec
2 Tesk.sec

Exit

Figure 7. Creating a New Security Configuration

2. Adialog asks you if you want to create the file in basic mode. Click Yes.
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Security Server il

& Create file in Basic mode?
Basic mode is suggested For First time users of the Security Syskem. Configuration is streamlined and rules are
enforced during configuration that leads to predictable behavior, Y¥ou can alwaws conwvert a Basic configuration to
Advanced Mode at any time.

Select “es' For Basic mode, 'No' For Advanced,

h=H o

Figure 8. Creating a File in Basic Mode

3. The Save As dialog box opens, as shown in the figure below. Give the file a name, and then

click Save.
savens 21
Save in: Ia Sample Project j aa ﬁ( ED-

File narne: IBasic.sec Save I
Save as bype: ISecurit_-,- Files [*.zec) j Cancsl |
A

Figure 9. Saving the File in Basic Mode

4. Configure users and groups as desired, as shown in the figure below. The Default Group is
disabled for editing and allows no access at runtime. Thus, you will notice that the Default Group
command on the Edit menu is unavailable.

File Edit Inserk ‘iew Help

o{16) siolu] ol siw) sl

=-£ GEMERAL MANAGER =
L € e e E] OPERATORS
=-£1 OPERATORS -4 ALEX
- € aopoy e E] SUPERYISCORS
; B 1M =- ﬁ JEFF
=-C] SUPERMISORS | he £ GEMERAL MANAGER
..... ﬁ ALEY = ﬁ a1
g loHN e ] OPERATORS
= ﬁ JOHN
------ £ SUPERVISORS

Feady l_ W o

Figure 10. Security Configuration in Basic Mode
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5. In basic security configuration mode, a user must be associated with one and only one group. In
basic mode, this association can be made directly from the User Properties dialog box, as shown
in the figure below. Enter a name and password for the user. You can associate the user with a
group by selecting a group from the drop-down list under Group.

The Password field is always filled in by default to disguise the password, but you should always
change the password. The Account Disabled check box in the User Properties dialog is
checked by default, so you must uncheck this box in order to activate the user's account.

Properties for User: ALEX ﬂ

|lzer Properties I

|zer Mame: I.&LEX

Full M ame:

Dezcription:

Pazzword:

PR

Werfy pazsword:

MT Damain:

Ixxxxxxxxxx

Group: SUFERVISORS =]

GENERAL MANAGER
OPERATORS
I User Must Chan eI

[~ User Cannot Change Password
[ Account Disabled
[T | Sccount Locked Dut

[~ Security Sypstem Administrator Preferences... |
0k, I Cancel Apply | Help |

Figure 11. Editing User Properties in Basic Security Mode

6. In basic security configuration mode, security access rights are assigned only to groups and are
configured in the Group Properties dialog box, as shown in the figure below.
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Properties for Group: GENERAL MANAGER il

Group Properties |Poinls | Files | Eustoml Stalionsl Time Sheetl Account Poliu:_l,ll

Group Mare:

Full Marne: IGENEHAL MaNAGER

Description: I

QK I Cahcel | Apply | Help |

Figure 12. Editing Group Properties in Basic Security Mode

7. In basic security mode, the main Account Policy options are enabled by default, as shown
in the figure below.

For information about account policy settings, please see the Account Policy section.

Properties for Group: GENERAL MANAGER il

Group Properliesl F'nintsl Filas I Eustoml Stationsl Time Sheet  Account Policy |

Name:  |[GENERAL MANAGER

e Wawimum Password &g —— v | Fimimunn Fassword Aae
" Passward Mever Expires " pllow Changes Immediately
' Eupires In |1_ Days % Allow Changes In |1_ Days
¥ | Minimum Passwerd Length —— v | Password Unigueness
" Permit Blank Pazzword = Do Not Keep Password Histary
i Least |1_ Characters & Remember I'l_ Passwards

¥ Account Lockouwt ————— ¥ Paszsword Complesiy ———
Mo Account Lockout I~ Required
 Allow Account Lockout =

v | Auto Logout
Lockout After |1 bad logon attempts

' MNever Logout

Reset count after |1 mhitiubes
¢ Logout In |1 minLtes

Lockout Duration

£ Forever [until admin unlocks) =¥ Logout Password

{* [Diuration |1 minutes [ Required

K I Cancel | Apply Help

Figure 13. Editing Account Policy in Basic Security Mode

10
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Switching From Basic Mode to Advanced Mode

You can always convert a basic mode configuration to an advanced mode configuration at any time:
1. Select Advanced Mode from the View menu, as shown in the figure below.

File Edit Insert W Help
Dlﬁlnl !; v Toolbar

e —— v Status Bar

- GEMERAL M o chrnnize with 4T

-] OPERATOR:
-7 SUPERVISCI

* Basic Mode

Advanced mode For experts, LI 5

Figure 14. Switching From Basic Mode to Advanced Mode

2. A warning message appears asking you to confirm the switch to advanced mode, as shown in
the figure below. Click OK to convert to advanced mode.

The conversion from basic mode to advanced mode cannot be reversed (i.e. an advanced
configuration cannot be converted to a basic configuration), so the Security Configurator
automatically creates a backup copy of your existing basic configuration in the same directory.

Security Server ﬂ

& Canverting ko Advanced mode is not reversible.

& backup copy of vour existing File will be saved as:
CiProgram FilesiSmarProcessiiewlExamplesi\Basic_BASIC. sec

Are you sure you want to convert to Advanced Mode?

(a4 | Cancel I

Figure 15. Confirming Switch From Basic Mode to Advanced Mode

Advanced Security Mode

The advanced security configuration mode is equivalent to the only security mode in previous
versions of ProcessView.

To configure the Security Server in advanced mode:

1. Inthe Security Configurator, select New from the File menu, as shown in the figure below.

11
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File Edit Insert ‘Yiew Help

CIpEn. .. % Chel+0

Sawve As...

=
=

1 sample, sec
2 Test.sec

Exit

Figure 16. Creating a New Security Configuration

2. Adialog asks you if you want to create the file in basic mode. Click No.

Security Server il

& Create file in Basic mode?

Basic mode is suggested For first time users of the Security Swstem, Configuration is streamlined and rules are
enforced during configuration that leads ko predictable behavior, ¥ou can always convert a Basic configuration to
Advanced Mode at any time,

Select "es' For Basic mode, Mo’ For Advanced.

Yes Mo

Figure 17. Option to Create a File in Basic Mode

3. You are given an option to create a configuration in integrated NT security mode. Click
Cancel to create a stand-alone advanced security configuration.

For information about NT security, please see the "Integrated NT Security Mode" section

Integrated NT Security x|
“fou can optionally create your secunty configuration to use Integrated NT
Security. [n this mode passwords, users and groups are created within the

operating spsten inztead of being defined here, Cancel |
The uzer: and groups can be synchronized with a Domain or with the accounts
on the local complter.

Press Cancel to createPress Cancel to create a stand-alone configuration.

Integrate User and Groups from:

™ Local Computer
' Domait: ||

Figure 18. Creating a File in Advanced Mode

4. The Save As dialog box opens, as shown in the figure below. Give the file a name, and then
click Save.

12
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savess 2 x|

Save i I £ Examples j - £ Ef-

|1 Alarm'wory Examples [ Graphiwory Templates [ Trendwor¥ Example:
7 Alarmiwory vE Samples 3 Languages a Basic,sec

1 Dakaiors ¥E Samples L Mulkimedia Demo & EasicTest,sec

7 Dvee32 e 3 Sample Project a Tesk,sec

A lobal Aliasing Examples 3 acripkWiory, Examples
1 araphWark Examples 3 Security WE LoginClient

< | i

File name: I.ﬁ.dvanced.sec Save I
Save as type: ISecurit_l,l Files [* zec) j Cancel |/
A

Figure 19. Saving the File in Advanced Mode

5. Configure users and groups as desired, as shown in the figure below. In advanced mode, the
Default Group is enabled for editing under the Edit menu.

File Edit Insert Wiew Help

D|SE| &% B =@ &2

=[5 GEMERAL MAMNAGER, - AARON
- XEFF . L] OPERATORS
-] OPERATORS =6
- AARON ¢ Le[F] SUPERMISORS
_ ﬁ 1M E| % IEFF
=17 SUPERYISORS o] GEMERAL MANAGER
% ALEX = am
A JOHN . L[5 OPERATORS
= J0HN
5] SUPERMISORS

Ready l_ W v

Figure 20. Security Configuration in Advanced Mode

6. In advanced security configuration mode, each user can be associated with multiple groups.
Thus, security access rights are assigned to both users and groups and are configured in both the
Group Properties and User Properties dialog boxes, as shown in the figure below. Enter a name
and password for the user.

The Password field is always filled in by default to disguise the password, but you should always
change the password. The Account Disabled check box in the User Properties dialog is
checked by default, so you must uncheck this box in order to activate the user's account.

13
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Properties for User: ALEX ﬂ

User Properties | Pairts | Files | Custom | Stations | Time Sheet | accaunt Policy |

User Marne:

Foll Marne:

Description:

[rE—

R R

Werify pazsword:

|
|
Password |
|
NT Domain: |

[ User Must Change Password at Mest Logon
[ User Cannat Change Pazsword
[ Account Disabled

= Account Locked Dt
[~ Security System Admiristrator Preferences.. |

Qg I Cancel Aoy Help

Figure 21. Editing User Properties in Advanced Security Mode

7. In advanced security mode, all Account Policy options are available as shown in the figure below.

For information about account policy settings, please see the Account Policy section.

Properties for User: ALEX 5'

Llzer F'ropertiesl F'-:intsl Files I Eustoml Stationsl Time Sheet  Account Policy |

M arne: IALEH
v taximum Password Age v binimum Password Age
" Password Never Expires " &llow Changes Immediately
¥ Expires In |1 Deme % Allow Changes In |1 Days
v Minimum Password Length — v Pazsword Unigueness
= Permit Blank Password Do Mot Keep Password Histor
At L east |1 Characters {* Remember |1 Paszwords
v Account Lockout ———————— v Paszeword Complexity ———
% Mo account Lockout [~ Required

 Allow Account Lockaut
—v Aubo Logout

Lockout After I'I bad logon attempts
" Mewver Logout

Rezet count after |1 minutes
' Logout In |1 minutes
Lockout Duration

€ Farever [urtl admin unlocks] —Iv Logout Pazsward

= [Duration |1 minutes [~ Required

0K I Cancel Apply Help

Figure 22. Editing Account Policy in Advanced Security Mode

14
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Integrated NT Security Mode

The integrated NT security mode automatically synchronizes users and groups with the Windows
NT security database. The node on which the Security Server runs must have Windows NT,
Windows 2000, Windows XP, or .NET Server, but the client nodes can run on any Windows
operating system (i.e. Windows 95, Windows 98, Windows Me, etc.),

To configure the Security Server in advanced mode:
1. Inthe Security Configurator, select New from the File menu, as shown in the figure below.
File Edit Insert Miew Help

Cpen. .. g Chrl+0 J =

Save As,..

=

1 sample.sec
Z Tesk,sec

Exit

Figure 23. Creating a New Security Configuration

2. Adialog asks you if you want to create the file in basic mode. Click No.

Security Server il

& Create file in Basic mode?

Basic mode is suggested For Firsk time users of the Security System. Configuration is streamlined and rules are
enforced during configuration that leads ko predictable behavior. ¥ou can always convert a Basic configuration ko
Advanced Mode at any time,

Select "es' For Basic mode, 'No' For Advanced.,

Yes Mo

Figure 24. Option to Create a File in Basic Mode

3. You are given the option to create a configuration in integrated NT security mode. Under
Integrate Users and Groups From, select the Domain field and then enter the NT domain name
in the Domain field. Click OK.

Security can be configured only for a single NT domain.

For testing purposes, you can select Local Computer. This creates a simulated integrated NT
security configuration. The users and groups will be synchronized with the accounts on the local
computer.
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Integrated NT Security x|

‘Y'ou can optionally create your security configuration to use Integrated NT
Security. In thiz mode passwords, users and groups are created within the

operating zystem inztead of being defined here. Cancel |

The uszerz and groups can be synchronized with a Domain or with the accounts
on the local computer.

Press Cancel to createPress Cancel to create a stand-alone configuration,

Integrate User and Groups fram:

' Lacal Computer

& Domain:

Figure 25. Specifying the NT Domain Name

4. The Save As dialog box opens, as shown in the figure below. Give the file a name, and then
click Save.

savens 2|

Save it I 29 Examples j - % Ef-

| alarmwory Examples [(AiGraphwork Templates [ TrendWork Example:
71 AlarmWar, VB Samples & Languages a Basic.sec

I Datawork VB Samples (L3 Multimedia Dema a BasicTest.sec

[ ADwx32 Cle (A sample Project a Test,zec

-3 Glabal Aliasing Examples ] Scripkwiory Examples
3 GraphWark Examples ] Security VB LoginClient

1| | I

File name: INT Inteqrated sec Save I
Save a3 type: ISecurity Files [* sec) j Cancel |
A

Figure 26. Saving the File in Integrated NT Mode
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5. The Security Configurator automatically imports and synchronizes all users and groups and
their passwords from the specified NT domain's security database. This eliminates the need to
manage two different sets of passwords and password policies. In integrated NT security mode, you
cannot add or remove users and groups, nor can you remove their associations. A network
connection to the domain must be established in order for the Security Configurator to resolve user
names and passwords.

The Security Server periodically queries the operating system for any user and group changes to
keep synchronized. The NT Synchronization Period is configured on the Global Settings dialog
box; a value of O disables the automatic synchronization with NT. You can always manually
synchronize by selecting Synchronize With NT from the View menu or by clicking the Refresh
button on the toolbar.

File Edit Insert Wiew Help

D|SE| &=%] 2] &E 22

=1 GEMERAL MAMNAGER -4 ABRON
I LS OPERATORS
= OPERATORS N 1
- AARON i o] SUPERMISORS
- £ 1w =4 JEFF
=-{£] SUPERVISCRS T GEMERAL MANAGER
- ﬁ ALEY Eﬁ 1
...... ﬁ I0HM ¢ 3] OPERATORS
=4 J0HN
] SUPERNISORS

Ready I_ W m

Figure 27. Security Configuration in Integrated NT Mode

6. In integrated security configuration mode, all user and group associations as well as most
security access rights and restrictions are defined by the NT domain's security settings. Thus, the
Group Properties are read-only, and user options in the User Properties dialog boxes are limited,
as shown in the figure below. The domain is specified in the NT Domain field. The only editable
option is to specify a user as the Security System Administrator. It is still necessary to manage
the access rights for users and groups (i.e. Points, Files, etc.) in the Security Configurator.
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! Properties for User: ADMINISTRATOR il

User Properties | Paints | Files | Custam | Stations | Time Sheet | Account Policy |

User Mame: IADMINISTHATDH

Full M arne: |

Description: |B uilt-in aceount for adminiztering the camputer/damain
MT Dromain:

= Aceount Disabled
1 T foeount Locked Mt

v Security Spstem Administrator Preferences. . |

Qk. I Cancel | Apply | Help |

Figure 28. Editing User Properties in Integrated NT Security Mode

7. Inintegrated NT security mode, the Account Policy options are limited to Auto Logout
and Logout Password, as shown in the figure below.

For information about account policy settings, please see the Account Policy section.

Properties for User; ADMINISTRATOR il

Usger Plopertiesl F'ointsl Files | Customl Stationsl Time Sheet  Account Policy |

Name: — [ADMINISTRATOR

v Auta Logout
' Mever Logout

& LogoutIn |1 miniltes

—I¥ Logout Passward
r Required

ak. I Cancel | Apply | Help |

Figure 29. Editing Account Policy in Integrated NT Security Mode
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Global Settings

A new menu entry and dialog have been added for configuring global security policy and critical
points. The settings configured here affect the behavior of the security system for all users. In the
Security Configurator, select Global Settings from the Edit menu. This opens the Global Settings

dialog box, shown in the figure below, which has the following two tabs:

e Policy

e  Critical Points

Global Settings

Palicy | Ciitical Paints |

[ Allow Auto NT Login

[ Allow User Lists

¥ Display Last User

[ Include User's Full Mame in Events

[ Simultaneous Loging

Critical Paints Login Period: 0 Seconds

Auto Logout Recoweny: Iﬁ Minutes
MNT Spnchronization period: I_'I Minutes

ITI Cancel Apply

Help

Figure 30. Configuring Global Settings

Global Policy

The Policy tab of the Global Settings dialog box, shown in the figure below, configures the

following global security policy settings for all users.
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Global Settings x|

Palicy | Critical Points I

[~ allow &ute MT Login

[ Allow User Lists

v Dizplay Last User

™ Include User's Full Name in Events

[ Simultaneous Laging

Critical Paintz Login Penod: 3 Seconds

Auto Logout Recowverny: Iﬁ Minutes
NT Spnchronization period: I_'I Minutes

K I Cancel Lpply Help

Figure 31. Configuring Global Security Policy Settings

Allow Auto NT Login: When this check box is checked, the NT Domain field is enabled in the
User Properties dialog box, as shown in the figure below. When a domain name is specified, users
with matching user names and domain names will be automatically be logged into the Security
Server when the Security Login application is launched. This feature eliminates the need for users
who have already logged into an NT domain to enter a user name and password a second time to
gain access to the Security Server through the Security Login application. This feature, commonly
referred to as "single sign-on," is available in all security modes (i.e. basic, advanced, and
integrated NT). (Default is off.)

Properties for User: JEFF il

Uszer Properties |F'0ints| Files | Customl Stationsl Time Sheetl Account Policy

Uszer Mame: |JEFF

Full Mame: I

Description:

Password:

Ixxxxxxmum

R R

Werify password:

MT Darmair: MT Domain M ams

[~ User Must Change Password at Mest Logon
[ User Cannot Change Password

[ Account Disabled

™ Eccount Locked Mt

v Security Spstem Administrator Preferences... |

Qg I Cancel Apply Help

Figure 32. NT Domain Name Field Enabled in User Properties
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Allow User Lists: When this box is checked, the Security Login dialog in the Security Login
application displays a list of all users in a drop-down list next to the User Name field, as shown in
the figure below. This allows users to log in by selecting their user name from a list instead of typing
it in. This is often desirable for touch-screen systems. (Default is off.)

IJzer Mame: || j K.eypad |

Fazsword: I Change Pazsward... |

| Logln I [Log Dt | .ﬁ.dvancedl Cancel |

Figure 33. Security Login Dialog Box in Login Application

Display Last User: When this box is checked, the Security Login dialog in the Security Login
application displays the name of the last user that successfully logged in the User Name field.
(Default is on.)

Include User’s Full Name in Events: When this check box is checked, the user’s full name is
included in audit messages sent to the GenEvent Server. The format is User name (Full Name).

Simultaneous Logins: When this check box is checked, multiple users can be logged in at the
same time from the same node. The rights granted will be the sum of the rights of all of the logged-in
users. If Simultaneous Logins is not checked and a user logs in when someone is already logged
in, the original user will be logged out. (Default is off.)

Critical Points Login Period: Amount of time (in seconds) after logging in that a user will be
allowed to manipulate a critical point before being required to log in again.

Auto Logout Recovery: Amount of time (in minutes) after all security related requests from a node
have ceased (e.g. when a client node crashes) that users from that node will be logged out. The
range is 0-99 minutes, and default is 2 minutes. A value of 0 disables this feature (no auto-logout
will occur based on lack of communication).

NT Synchronization Period: The frequency (in minutes) that the users and groups will be
synchronized with the NT security database when using the integrated NT Security mode. A value
of 0 disables all automatic synchronization. Manual synchronization can be performed any time by
selecting Synchronize With NT from the View menu, or by pressing the Refresh button on the
toolbar. This field is hidden when not using Integrated NT Security.

NT Domain: This is a read-only field that indicates the NT Domain name from which the Security
Server gets its users and groups. This field is hidden when not using Integrated NT Security.

Critical Points

In the Critical Points tab of the Global Settings dialog box, shown in the figure below, some
subset of write-able points (OPC data items) can be designated as “Critical Points.” When writing a
new value to a critical point, the user will be prompted to login again immediately before writing a
new value. This ensures that the person writing the value is the authenticated user.

The critical points use the same include/exclude lists with wildcards concept as the Points
configuration in the user and group properties dialogs. This allows multiple tags to be specified
without listing them individually.

In order for a user to write a new value to a critical point, the following two conditions must be met:

e The user must be granted rights to the point via his user configuration or via one of the explicit
groups he belongs to (rights cannot be granted from the default group).

e The user must have logged in within the past Critical Points Login Period as configured on
the Policy tab of the Global Settings dialog box.
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If condition 1 is met, but not condition 2, the client application (e.g. GraphWorX) will launch the
Security Login dialog, requiring the user to log again and satisfy condition 2.

Global Settings x|

Policy ~ Critical Points |

Inelude:
| Add
SinulatePLC.OUTPUTS BIT4
Browsze... |
Melete |
Exclude:
Add |
SimulatePLC. R amp Erowse, I
Delete |
Test String:
™ Access Granted

Ok Cancel Apply Help

Figure 34. Defining Access to Critical Points

Wildcards and Performance Optimization

The security server is a powerful module that provides real-time security for all of the Smar client
applications. The security settings are applied with different grades of access. It is possible, for
example, to deny the access to a whole display or to a single tag embedded in it. Many of the
operations performed from the Smar client applications require a security check in order to be
performed. For example, a process point can be visualized in GraphWorX only if the security check
for it succeeds. The security check can involve a several string comparison operation in order to
grant or deny the access to a specific resource. Thus, before displaying a process point in
GraphWorX it is required to check if the process point appears in a tag exclude list. It is also
required to check to seed if it belongs to the critical point list. All of these checks are performed
through a string comparison between the requested resource name and the lists of restricted
resources (e.g. the excluded tag).

The Smar Security Server must perform all of these security checks on the fly each time a tag is
requested. The access to a tag could be granted now and denied a fraction of a second later
because the security privileges have been changed.

Real-time update means comparing the requested resource with the list of denied resources each
time a resource is requested. The whole list of denied resources must be reviewed to find out if the
requested resources match one of them.

So the speed is inversely proportional to the number of strings that appear in your denied resource
list (i.e. the more strings, the more comparisons are needed, and therefore the longer it takes). All
you have to do to optimize the performance of you application is keep this in mind and use as many
wildcard characters as possible.

For example, suppose that you want to declare all the tags in the DisklO branch of the Smar OPC
Simulator tree as a "critical point.” You will have to add to the critical point list 50 different tags:

Smar.Simulator.1\DisklO.D01
Smar.Simulator.1\DisklO.D02
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Smar.Simulator.1\DisklO.D25
Smar.Simulator.1\DisklO.R01
Smar.Simulator.1\DisklO.R02

Smar.Simulator.1\DisklO.R25

Now instead of doing this you could simply add the following critical point using a wildcard
character:
Smar.Simulator.1\DisklO.*

In this way the Security Server will have to compare the resource requested from the client with one
string instead of 50 different strings. Thus, it will run faster and you will see your data updated
quickly.

Wildcards and Pattern Matching

The entries in the include and exclude lists allow pattern matching similar to the Visual Basic LIKE
operator. Built-in pattern matching provides a versatile tool for string comparisons. The pattern-
matching features allow you to use wildcard characters, character lists, or character ranges, in any
combination, to match strings.

Text results in string comparisons are based on a case-insensitive textual sort order determined by
your system's locale, for example:

(A=a) < (A=a) < (B=b) < (E=e) < (E=8) < (Z=2) < (T=0)

The following table shows the characters allowed in patterns and what they match:

Character(s) in pattern Matches in string

? Any single character.

* Zero or more characters.

# Any single digit (0 - 9).

[charlist] Any single character in charlist.
['charlist] Any single character not in charlist.

A group of one or more characters (charlist) enclosed in brackets ([ ]) can be used to match any
single character in string and can include almost any character code, including digits.

The special characters left bracket ([), question mark (?), pound sign (#), and asterisk (*) can be
used to match themselves directly only by enclosing them in brackets. The right bracket (]) cannot
be used within a group to match itself, but it can be used outside a group as an individual
character.

In addition to a simple list of characters enclosed in brackets, charlist can specify a range of
characters by using a hyphen (-) to separate the upper and lower bounds of the range. For example,
[A-Z] in pattern results in a match if the corresponding character position in string contains any of
the uppercase letters in the range A-Z. Multiple ranges are included within the brackets without any
delimiters.

The meaning of a specified range depends on the character ordering valid at run time (as
determined by the locale setting of the system the code is running on). The range [A - E] matches A,
a, A &, B, b, E, e. Note that it does not match E or & because accented characters fall after
unaccented characters in the sort order.
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Other important rules for pattern matching include the following:

¢ An exclamation point (!) at the beginning of charlist means that a match is made if any character
except the ones in charlist is found in string. When used outside brackets, the exclamation point
matches itself.

e The hyphen (-) can appear either at the beginning (after an exclamation point if one is used) or
at the end of charlist to match itself. In any other location, the hyphen is used to identify a range
of characters.

e When a range of characters is specified, they must appear in ascending sort order (from lowest
to highest). [A-Z] is a valid pattern, but [Z-A] is not.

e The character sequence [] is ignored; it is considered a zero-length string.

Configuring Users and Groups

The Security Configurator consists of two separate panes. Each pane has a tree control. The left
tree is the Group View. Here the root nodes are groups, and the child nodes are the users that
belong to the group. The right tree is the User View, in which the root nodes are users, and the
child nodes are the groups that have been assigned to each user. Some example groups and users
are shown in the figure below.

File Edit Insert Yiew Help
D[] &[] =] &|m =2
-7 GEMERAL MANAGER -6 BARON
-] OPERATORS -8 ALER
-7 SUPERVISORS R 2
-8 am
-4 J0HM
Ready MLIM &

Figure 35. Example Security Configuration

The example security configuration in the figure above shows sample users and groups for a
factory. The personnel groups for the factory are:

e  General Manager
e  Supervisors

e  Operators

Each of these groups has one or more users, all of whom need to have access to factory data.
There are five different users:

e  Aaron (Operator)

e  Alex (Supervisor)

o Jeff (General Manager and Supervisor)
e Jim (Operator)

e John (Supervisor)
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File Edit Insert Wiew Help
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Figure 36. Configuring Advanced Security for Users and Groups

As you can see in the figure above, you can associate users with various groups to help simplify
and organize security management. This way all users associated with a particular group are bound
to the restrictions or properties for that group. For example, both Jim and John are supervisors,
associated with the Supervisors group.

Jeff is associated with both the General Manager group and the Supervisors group. This
association of one user with two different groups is possible only in advanced security mode.

If there are certain files, for example, that only the general manager and supervisors are allowed to
view but the operators may not view, the security administrator can use the lock the operators out of
those pages by configuring the Operators group properties.

You can also configure properties for each user within a group. For example, both Aaron and Jim
are operators and are therefore associated with the Operators group. However, Aaron's user
properties may be configured separately from those of Jim so that each user within the group has
unique security restrictions.

Adding a New Security Group

To add a new group to the Security Configurator:

1. Click the Insert New Group button, as shown in the figure below.
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File Edit | Insert Wiew Help
Dlﬁll [dew Lser: glﬁl

Assaciate ser &L&:up

Add a new group L [hom A

Figure 37. Adding a New Group

2. The Properties dialog box for the new group appears, as shown in the figure below. Give the
group a hame, and then click OK.

Properties for Group: NEW GROUP 5[

Group Properties |F'Dints| Files I Eustnml Stationsl Time Sheetl Account Policy

Group Mame: IGENEHAL MANAGER
Full M arne: IGENEF!AL MAMAGER
D ezcription: I

Ok, I Cancel Apply Help

Figure 38. Properties for New Group

3. This adds the new group under the Group View tree. The name is highlighted, as shown in the
figure below.
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File Edit Insert “iew Help
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Figure 39. New Group Added to Group Tree

Adding a New User Profile
To add a new user profile to the Security Configurator:
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1. Click the Insert New User button, as shown in the figure below.

File Edit | Insert Wiew Help

D@I%l =\ 2
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Associabe ser & Group

Add a new user I_ MLIM A

Figure 40. Adding a New User Profile

2. The Properties dialog box for the new user appears, as shown in the figure below. Enter a
name and password for the user.

The Password field is always filled in by default to disguise the password, but you should always
change the password.

3. The Account Disabled check box is checked by default, so you must uncheck this box in order
to activate the user's account. Give the user a name, and then click OK.

In basic mode, you can associate the user with a group by selecting a group from the drop-down
list under Group. In NT integrated security mode, you can specify a domain for the user in the NT

Domain field.
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Properties for User: NEW USER il

Uzer Froperties |

Uzer Marne: I.JEFF

Full M arne:

D ezcription:

P

Fazzward:

Werify pazsword:

Ixxxxxxx

MT Domain:

Group: GEMERAL MAMNAGER j

™ User Must Change Password at Mest Logon

™ User Cannot Change Pazsward

v Acocount Dizabled

[T scocount Locked Dot

Iv Eecunty Sosten Sdministrator Preferences... |
Ok, I Cancel Apply | Help |

Figure 41. Properties for New User

4. The new user is added to the User View tree, as shown in the figure below. Notice that (in
basic security mode) the user is associated with the group you specified in the User Properties

dialog box.

File Edit Insert %iew Help
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Figure 42. New User Added to User Tree

Duplicating Users and Groups

The Edit menu in the Security Configurator has a Duplicate command that is enabled when a
group is selected in the Group tree or a user is selected in the User tree. Selecting Duplicate

makes a copy of the selected user or group.

To duplicate a user or a group in the Security Configurator

1. Select the desired group in the Group View tree, or the desired user in the User View tree.
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2. Right-click on the item and select Duplicate from the pop-up menu, as shown in the figure
below.

Selecting a child item in the tree instead of a root item (i.e. you select a user in the group tree or a
group in the user tree) and performing a delete, as described above, removes the child item from
the parent (dissociates the group from the user) but does not actually delete it.

File Edit Insert ‘iew Help
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Figure 43. Duplicating Users and Groups
3. Acopy of the user or group appears in the Security Configurator, as shown in the figure below.
The name of the new item is the name of the source item with “COPY OF” prepended. When a user
is duplicated, all of the groups associated with the original user are automatically associated with
the new user. When a group is duplicated, users associated with the original group are not
automatically associated with the new group.
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Figure 44. User Duplicated

Deleting Users and Groups
To delete a user or a group from the Security Configurator

1. Select the desired group in the Group View tree, or the desired user in the User View tree.

2. Right-click on the item and select Delete from the pop-up menu, as shown in the figure below.

Selecting a child item in the tree instead of a root item (i.e. you select a user in the group tree or a
group in the user tree) and performing a delete, as described above, removes the child item from
the parent (dissociates the group from the user) but does not actually delete it.
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Figure 45. Deleting Users and Groups

3. You are then asked to confirm the deletion, as shown in the figure below. Click OK to delete the
user or group.

Security Server il

@ Confirm deletion of USER:
JEFF

Figure 46. Confirming Deletion of a User or Group

Associating Users and Groups
To associate a user with a group in the Security Configurator:

1. Inthe Group View tree, select the group with which you want to associate the user.
2. In the User View tree, select the user to be associated with the group. Right-click and select
Associate User and Group from the pop-up menu, as shown in the figure below.

File Edit Insert WYiew Help
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Figure 47. Associating a User With a Group

3. When a user and group are associated, the user appears as a child item under the group tree in
the left pane, and the group appears as a child item under the user tree in the right pane, as shown
in the figure below. In this example, the "New User" has been associated with the group
"Supervisors."
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Figure 48. Viewing User and Group Associations

Basic Security Mode

In basic security configuration mode, a user must be associated with one and only one group. In
basic mode, this association can be made directly from the User Properties dialog box. To
associate a user with a group in basic mode:

1. Inthe Group View tree, select the group with which you want to associate the user.

2. In the User View tree, select the user to be associated with the group. Right-click and select
Edit from the pop-up menu, as shown in the figure below.
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Figure 49. Editing User Properties

3. The Properties dialog box for the user appears, as shown in the figure below. You can
associate the user with a group by selecting a group from the drop-down list under Group. Click
OK.
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Figure 50. Associating a User With a Group: Basic Mode

4. When a user and group are associated, the user appears as a child item under the group tree in
the left pane, and the group appears as a child item under the user tree in the right pane, as shown
in the figure below. In this example, the user "Jim" has been associated with the group "Operators."
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Figure 51. Viewing User and Group Associations

Removing Associations Between Users and Groups
To remove the association between a user and a group in the Security Configurator:

1. Select the user child item under the desired group in the left pane, or select the group child item
under the desired user in the right pane.

2. Right-click the user or group to be dissociated under and select Delete from the pop-up menu,
as shown in the figure below.

3. When the association is removed, the child user under the group in the left pane is removed,
and the child group under the user in the left pane is removed.
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Performing this operation never deletes the selected user or group. Only their association is
removed.
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Ready ML

Figure 52. Removing Associations Between Users and Groups

Editing Group Properties

To edit the properties assigned to a group in the Security Configurator:
1. Select the desired group in the group tree.

2. Right-click on the group or user and select Edit from the pop-up menu, as shown in the figure
below.

File Edit Insert Wiew Help

D=E &=n 2] =E 22)
[= € asron

El GEMERAL MANAGER
F-£3 OPERATORS
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Delete

Duplicate

Associate User & Group

Ready ML

Figure 53. Editing Group Properties

3. This opens the Properties for Group dialog box, shown in the figure below, which is used to
configure group security restrictions.
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Properties for Group: GENERAL MANAGER

Group Properties |F'Dints| Files I Customl Statinnsl Time: Sheetl Account F'Dlicyl

Group Mame:

Full Wame:

Drescriptiorn;

GENERSL MANAGER

x|

(] I Cancel Apply

Help

Figure 54. Properties for Group

The Properties for Group dialog box contains the following tabs:

. Group Properties
. Points

. Files

. Custom

. Stations

. Time Sheet

. Account Policy

Group Properties

The Properties for Group dialog box, shown in the figure below, contains the following fields:

Field | Description

Group Name Short name that uniquely identifies this group within
the system.

Full Name The full name for this group (optional).

Description Optional.

35



Security Server

Properties for Group: GENERAL MANAGER ll

Group Properties |F'c-ints | File:s: I Eustoml Stationsl Time Sheetl Account Palicy

Group Mame; GENERAL MANAGER

Full M arne: |

Description: I

0k I Cancel Spply Help

Figure 55. Properties for Group

Editing User Properties

To edit the properties assigned to a user in the Security Configurator:
1. Select the desired user in the user tree.

2. Right-click on the user and select Edit from the pop-up menu, as shown in the figure below.
File Edit Insert Wiew Help
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Figure 56. Editing User Properties

3. This opens the Properties for User dialog box, shown in the figure below, which is used to
configure user security restrictions.

The Password field is always filled in by default to disguise the password, but you should always
change the password.
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4. The Account Disabled check box is checked by default, so you must uncheck this box in order
to activate the user's account. Click OK.

In basic mode, you can associate the user with a group by selecting a group from the drop-down
list under Group. In NT integrated security mode, you can specify a domain for the user in the NT
Domain field.

Propetties for User: JEFF il

Uszer Properties |

Uzer Mame: I
Full M ame: |

Drezcription: I

I xxxxxxxxxx
Password:

Werify password: I xxxxxxxxxx

MT Domain: I

Giraup: [ GENERAL MANAGER =l

[~ User Must Change Password at Mext Logon
[ User Cannot Change Passwaord

¥ Account Disabled

[T fecount Locked| Ot

v Security System Administrator Preferences. .. |
oK I Cancel | Apply | Help |

Figure 57. Properties for User (Basic Mode)

In basic security mode, only the User Properties tab can be configured in the Properties for User
dialog box, as shown in the figure above, because all other properties are configured in the group
with which the user is associated.

In advanced security mode, the Properties for User dialog box contains the following tabs:

e User Properties

e Points

e Files

e Custom
e Stations

e Time Sheet

e Account Policy

User Properties

The properties for users and groups vary slightly. In basic security mode, only the User Properties
tab can be configured in the Properties for User dialog box, because all other properties are
configured in the group with which the user is associated.

In advanced security mode, the group fields are a subset of the user fields, and the Properties for
User dialog box, shown in the figure below, contains the following fields:
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Field ‘ Description

User Name Short name that the user types when logging on to the system.

Full Name The user's full name for reference only (optional).

Description Optional.

Password The password the user must type to log in to the Security Server. This

field is case-sensitive; no spaces are allowed.

Verify Password

If you change the Password field, you must type the exact same
password into this field.

User Must Change
Password at Next
Logon

When checked, the user must change his or her password at the time of
the next logon. This is often used when a new user created. The
administrator enters a default password for the new user and checks
this field to require a "real" password to be entered on first logon.

User Cannot Change
Password

When checked, the user's password can only be changed from this
dialog, and not from the Login Client.

Account Disabled

Checking this check box has the same effect as deleting the user
without the permanence of an actual delete. The Account Disabled
check box is checked by default, so you must uncheck this box in order
to activate the user's account.

Account Locked Out

This field is normally unchecked and disabled. Should the account
become locked out (see the account lockout description in the Account
Policy tab), the field would be enabled and checked. From here, the
administrator can uncheck the field to re-enable the user logon.

Security System
Administrator

When checked, this user is allowed to log in as a Security System
Administrator to configure all aspects of the security system.

Properties for User: JEFF ﬂ

User Froperties | F'l:uintsl Files I Custnml Statinnsl Time Sheetl Account Policy

User Hame:

Full Mame:

Description:

Password:
Werify pazzword:

MNT Domain:

[ User Must Change Pazsward at Mexst Logon
[ User Cannot Change Password

™ &ccount Disabled

[T &ceount Locked Dut

¥ Security System Admiristratar

|

R

R

Preferences... |

o |

Cancel | Apply | Help

Figure 58. Properties for User (Advanced Mode)
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Process Output Points

A ProcessView application that is configured to send outputs to points in OPC servers will disable
them if denied by the Security Server. As with the file names, OPC point names with or without
wildcards are placed in include or exclude lists for each user or group.

Before a ProcessView client outputs a process value to an OPC server, the unique string that
identifies the OPC output point is sent to the Security Server to determine if the write should be
allowed based on the currently logged-in user(s) and or the groups to which they belong. The
Points tab of the Properties dialog box, shown in the figure below, is used to configure which OPC
output points are allowed to be written to by users and groups.

Properties for Group: MANAGERS il

Group Properties  Points |Files I Customl Stationsl Time Sheetl Arcount F'nlic:yl

Include:;
I[Smar.DfiDIeSewer]." Add

[Smar.D0leServer].*

Browse...

i

Delete

Exclude:
Smar. Simulator. 15SimulatePLC Ramp add

Smar. Simulator, 1%SimulatePLE. B amp

Browse...

i

Delete

Test Sting:

[ &ccess Granted

Ok I Cancel | Apply | Help

Figure 59. Points Configuration

The Points property page is divided into two sections, Include and Exclude. Each section
contains an edit field and a list box. You can select strings by using the Browse buttons. Pressing
the Enter key with the cursor in the edit field or clicking the Add button adds the edit field text to the
list box. When an entry in the list box is selected, pressing the Delete key or clicking the Delete
button deletes the selected entry.

If you type a string in the Test String field, the Access Granted check box indicates if access
would be given to the user if the access to the "test string" was requested. The test is made using
only the include and exclude lists that are visible.

During runtime, when a ProcessView client sends an OPC point string to the Security Server for
access testing (granted or denied), the include and exclude lists are string compared as follows for
each active user and group until access is granted:

1. Compare the OPC point string with each string in the include list until a match is found. If no
match is found, access is denied.

2. If a match is found in the include list, compare the OPC point string with every string in the
exclude list. If no match is found in the exclude list, access to the point is granted, and no further
testing of active groups and users is performed.
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The exclude list entries can only remove rights granted in their corresponding include list. For
example if user Aaron belongs to the group Operators, and Operators grants access to OPC point
xyz, adding point xyz to Aaron's exclude list has no effect.

Wildcards and Pattern Matching

The entries in the include and exclude lists allow pattern matching similar to the Visual Basic LIKE
operator. Built-in pattern matching provides a versatile tool for string comparisons. The pattern-
matching features allow you to use wildcard characters, character lists, or character ranges, in any
combination, to match strings.

Text results in string comparisons are based on a case-insensitive textual sort order determined by
your system's locale, for example:

(A=a) < (A=a) < (B=b) < (E=e) < (E=8) < (Z=2) < (T=0)

The following table shows the characters allowed in patterns and what they match:

Character(s) in pattern | Matches in string

? Any single character.

* Zero or more characters.

# Any single digit (O - 9).

[charlist] Any single character in charlist.
['charlist] Any single character not in charlist.

A group of one or more characters (charlist) enclosed in brackets ([ ]) can be used to match any
single character in string and can include almost any character code, including digits.

The special characters left bracket ([), question mark (?), pound sign (#), and asterisk (*) can be
used to match themselves directly only by enclosing them in brackets. The right bracket (]) cannot
be used within a group to match itself, but it can be used outside a group as an individual
character.

In addition to a simple list of characters enclosed in brackets, charlist can specify a range of
characters by using a hyphen (-) to separate the upper and lower bounds of the range. For example,
[A-Z] in pattern results in a match if the corresponding character position in string contains any of
the uppercase letters in the range A-Z. Multiple ranges are included within the brackets without any
delimiters.

The meaning of a specified range depends on the character ordering valid at run time (as
determined by the locale setting of the system the code is running on). The range [A - E] matches A,
a, A &, B, b, E, e. Note that it does not match E or & because accented characters fall after
unaccented characters in the sort order.

Other important rules for pattern matching include the following:

e An exclamation point (!) at the beginning of charlist means that a match is made if any character
except the ones in charlist is found in string. When used outside brackets, the exclamation point
matches itself.

e The hyphen (-) can appear either at the beginning (after an exclamation point if one is used) or at
the end of charlist to match itself. In any other location, the hyphen is used to identify a range of
characters.

e When a range of characters is specified, they must appear in ascending sort order (from lowest
to highest). [A-Z] is a valid pattern, but [Z-A] is not.

e The character sequence [] is ignored; it is considered a zero-length string.
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Files

Single files or groups of files may be protected. File names with or without wildcards are placed in
include or exclude lists for each user or group. (Include and exclude lists are commonly used by file
backup programs to specify a backup set.)

A ProcessView application will query the Security Server for file access before opening a file.
Typical files that will be secured are GraphWorX display files.

The Files property page is used to control access to files that ProcessView clients may open during
runtime. For example, entries here would typically be used to restrict certain users or groups from
viewing specific GraphWorX displays.

The runtime processing and wildcard pattern matching for the Points property page apply here as
well with the following differences:

e The pattern matching is done on the file extension, separate from the file name, to match the
DOS wildcard semantics. For example, the wildcard string to indicate all files is *.*

e File names entered without a path are considered a match no matter what directory they are in.

x
Group F'ru:upertiesl Paintz Files |Euslom| Stationsl Time Sheetl Account F'nlicyl
Inelude:
|==_gdf Add
* gdf
S Browze. . |
Delete |
Exclude:
Add |
Browze. . |
[efete |
Test String:
[™ Access Granted
ak. Cancel | Apply | Help

Figure 60. File Configuration

Custom Strings

VBA Scripts may use custom defined strings as security tokens that are evaluated by the Security
Server. As with the file names, custom strings with or without wildcards are placed in include or
exclude lists for each user or group.

The Custom property page, shown below, is used to include or exclude strings that will be tested in
runtime by VBA scripts executing within ProcessView clients. The meaning of these strings and the
functionality they protect are controlled entirely by the author of the VBA script.

The runtime processing and wildcard pattern matching apply here as well.

For example, from a GraphWorX VBA script, a custom security item is tested by calling the method
TestCustomSecurityltem (BSTR custom String) in the GwxDisplay object.
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x
Group Propertiesl Paints | Files  Custom | Statinml Time Sheetl Azcount F'nlic_l,ll

Include:
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Delete |
Exclude:

Aidd |
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Test String:
[ &ccess Granted
] I Cancel | Apply | Help

Figure 61. Custom Configuration

Stations

The Stations property page is used to grant or restrict access from specific hodes on the network.
Each node on a Microsoft network is identified by a unique computer name.

Properties for Group: MANAGERS il

Group Pmpertiesl Paints I Fil=z | Custom  Stations | Time Sheetl Account F‘nliu:yl

Irciude:
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Delete |
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Figure 62. Station Configuration
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The wildcard pattern matching described for the Points property page also applies here, but the
runtime processing is slightly different, and the processing differs for users and groups. When a
ProcessView client passes a Point, File, or Custom string to the Security Server for access testing,
the station name where the client is running is also passed. For the currently logged-in user(s), the
station include and exclude lists are searched for access from the client's station. If access from that
station is denied for that user, the access request is instantly denied. The Point, File, or Custom
string is never tested, nor are any of the groups to which the user belongs. This has the same effect
as if the user had never logged in!

Unlike the user case, testing for station restrictions in groups only affects the current group (i.e. if
access is denied for a group, then other active groups are still tested).

Time Sheet

The Time Sheet property page allows time-of-day restrictions on an hourly basis for users and
groups. For hours that are selected (highlighted) in the lists, access is allowed. For hours that are
not selected, access is denied. The figure below shows a configuration that allows access from 8
AM to 4 PM each day.
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Figure 63. Time Configuration

Account Policy

The Account Policy property page is used to show how passwords must be used, and whether
user accounts are automatically locked out after a series of incorrect login attempts. The base policy
(i.e. the most restrictive) for the system is set in the default group (see the "Editing the Default
Group" section). For users and groups other than the default group, each policy can selectively be
enabled and set for that user or group.

During runtime, if more than one policy setting is in effect, the least restrictive is used. For this
reason, the policy set in the default group must be the most restrictive. Individual users and groups
can be made less restrictive than the default, but never more restrictive.
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Propetties for Group: GENERAL MANAGER ﬂ
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Lockout Duration————————————————
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Figure 64. Account Policy Configuration

Field | Description

Maximum
Password Age

Sets a time limit for a password, after which the user must change to
a new password. If this is selected, the Expires in value can range
from 1 to 999 days. To make the password permanent, select
Password Never Expires.

Minimum
Password Age

Sets the period of time a password must be in effect before the user
can change it. If this is selected, the value can range from 1 to 999
days. To allow the user to change the password at any time, select
Allow Changes Immediately.

Note: Do not allow immediate changes if a Password Uniqueness
value is entered.

Minimum
Password Length

In the At Least field, this specifies the fewest number of characters

a password can contain. If this is selected, the value can range from
1 to 14 characters. If Permit Blank Password is selected, there is

no minimum password length.

Password
Unigueness

The number of new passwords that must be used by a user account
before an old password can be reused. If Remember Passwords
is selected, the value can range from 1 to 24 passwords. If Do Not
Keep Password History is selected, there is no password
unigueness.

Note: For uniqueness to be effective, an age value should be
specified for Minimum Password Age (Allow Immediate
Changes should not be selected).

No Account
Lockout

When selected, user accounts are never locked out, no matter
how many incorrect login attempts are made on a user
account.
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Field ’ Description

Account Lockout If selected, all user accounts are subjected to lockout. If too many
incorrect login attempts are made on a user account, no more than a
specified amount of time between these, the account is locked out.

If you select Account Lockout, you should also do the following:

1. InLockout After, type the number of incorrect login attempts
that will cause the account to be locked. The range is 1 to 999.

2. In Reset Count After, type the number of minutes that must
pass between any two login attempts to ensure that a lockout
will not occur. The range is 1 to 999.

3. Click Duration and type the number of minutes that locked
accounts will remain locked before automatically becoming
unlocked. The range is 1 to 999.

Or, select Forever in Lockout Duration to keep locked
accounts locked out until an administrator unlocks them.

Password This option mimics the NT test for complexity. The password must:
Complexit .

piexty e Not contain all or part of the user's account name.
e Be at least six characters in length.

e Contain characters from three of the following four
categories:

1. English upper case characters (A-Z)
2. English lower case characters (a-2)
3. Base 10 digits (0-9)

4. Non-alphanumeric (For example, !,$#,%)

Auto Logout If selected, sets the number of minutes from the time of user login,
before the system automatically logs the user off. The range is 1 to
999 minutes.

Logout Password | To log out of the Security Server, the user specified in the User
Name field of the Security Login dialog of the Security Login
application must click the Log Out button, as shown in the figure
below. When a Logout Password is required in the user's account
policies, the user must type in his or her password when logging out.

Ilzer Mame: || j K.eppad |

Paszward: I Change Pazzword... |

| e [ 51 I [ (st | .-’-‘-.d'-.fann:edl Cancel |

Figure 65. Security Login Dialog Box in Security Login Application

Assigning Application Actions

Each ProcessView application may supply a static list of functions to be secured. For example,
functions such as adding trend pens in TrendWorX or entering configuration mode in GraphWorX
are commonly disallowed for operators via the security system.
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Each ProcessView client provides a list of application functions that can be protected through the
security system. To configure which users and groups have access to specific application actions,
select Application Actions from the Edit menu in the Security Configurator. This opens the
Actions/User Association dialog box, shown below.

. <L M ¥
Actians: Ll

i B A Container - DEFALLT

-8 Awiind3? 7 ADMINISTRATOR
-1 pil 0g32 [ MAMAGERS
-7 Awixaz A ALER

; .&WXHEpDrtSE 4 JEFF

S ARt

IJzerz/Groups

#-] GenAgent
[+ GenBroker ll

k. I Cancel Spply

Figure 66. Assigning Application Actions

The dialog box has two tree controls. The parent items in the Actions (left) tree control are the
ProcessView application names. The child items of the application names are the application
functions that can be protected. The child items of the application functions are the users and
groups that are granted access to the function.

The parent items in the Users/Groups tree control on the right are the users and groups defined in
the security system. The child items of the users and groups are the ProcessView application
names. The child items of the application names are the application functions that are allowed for
the parent user or group.

To grant access to a single application function to a user or group:
1. Inthe left tree control, select the application function to be assigned.

2. In the right tree control, select the user or group that should have access to the application
function selected in the left tree.

3. Click the Move button.

To grant access to all application functions of a ProcessView client:
1. Inthe left tree control, select the application name.

2. In the right tree control, select the user or group that should have access to the all of
application's functions selected in the left tree.

3. Click the Move button.

To remove access rights to an application action, select the user or group name in the left tree or
select the application name or function in the right tree, and then press the Delete key.

This operation never deletes the user, group or application function. Only their association is
removed.
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Adding and Removing All Application Actions

Right-clicking on a user or group in the right pane of the Applications Actions dialog shows a pop-
up menu with two entries, as shown in the figure below.

e Add All Actions: Associates all actions with the selected user or group.

e Remove All Actions: Deletes the selected user or group from all actions.

. ¢ Move »»
Achionz: 4| |Jzers/Groups

Q A= Caontainer a DEFALLT

B w32 ] ADMIMISTRATOR
- A<l 0g32 £ MANAGERS
-] AWM A ALEX

i @ S M|
G A iew32 Remaowe All Ackion
% D32

El Gentgent
-] GerBroker ;I

k. I Cancel Apply

Figure 67. Adding and Removing All Application Actions
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Editing the Default Group

The system default group (available in advanced security configuration mode only) is used to
assign access rights that are granted regardless of whether any users are logged in. When the
Security Server is first installed, the default group has full access to everything. The first step in
configuring the security system is to remove most if not all access rights assigned to the default
group.

You must configure the default group to have minimum access rights, because individual users
and groups can only add access rights but can never remove rights already granted in the default
group.

To edit the default group, select Default Group from the Edit menu in the Security Configurator.
This opens the Properties dialog box for the default group, as shown below. The same property
pages used to edit ordinary groups are used for the default group, with the following differences:

e There is no Stations property page. Default access is valid for all stations.
e Thereis no Time Sheet property page. Default access is valid for all hours.

e Account Policy must be set in the default group.

a7



Security Server

Properties for Group: DEFAULT x|

Group Properties | Points I Files I Eustoml Account Policy I

Group Mame: DEFALILT
Full Marme; IDefauIt Group
Description: IThis iz the securty's default settings.

Default Preferences. . |

0k I Cancel Lpply Help

Figure 68. Properties for Default Group

Clicking the Default Preferences button opens the Default Preference Properties dialog box,
shown below. In the Screen Manager tab, you can browse for a default Screen Manager layout

(-pwi) file.

Default Preference Properties x|

Screen Manager | Languagel

Default Layaut

|| N

erify autharization [

(] I Cancel Apply

Figure 69. Default Preferences Properties: Screen Manager Tab

The Language tab, shown below, allows you to select the language for the default group.
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Default Preference Properties x|

Soreen Manager  Language |

Language :

ak. I Cancel Spply

Figure 70. Default Preferences Properties: Language Tab

Security Login Utility
To log in to the security system, start the Security Login Utility:

1. Fromthe Windows Start menu, select Programs > Smar > ProcessView > Security Login.

You can also start the Security Login Utility from other ProcessView applications during runtime
mode.

2. This opens the Security Login dialog box, shown below. Enter the User Name and
Password. You can use the Keypad if necessary. Click the Log In button.

Passwords are case sensitive.

zer Mame: IJ EFF j Kevpad |

EET R

Fazzward: I Change Pazsward... |

Log ln I [Log [t | .ﬁ.dvancedl Cancel |

Figure 71. Security Login Dialog Box

3. If the login attempt is successful, the dialog closes and the Security Login Utility is now running.
Depending on the user account policy settings, the user may be logged out automatically. To log in
again, the user must click the Login Now button, as shown in the figure below.

User JEFF Dismiss_|
il be logged out in Fostpaone |
00:00:57

Login Mow |

Click. Pogtpone ko be reminded again in minukes
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Figure 72. Auto Logout Reminder

Login Dialog Parameters
The Security Login dialog box contains the following parameters:

User Name: When the login dialog is displayed, the edit field will be populated in one of the
following ways:

1. With the name of a logged in user if one or more users are logged in.

2. With the name of the last user who logged in from this node if no one is currently logged in. The
last user name will only be displayed if allowed by the Global Policy in the Security Server.

The drop-down list contains the names of the users currently logged in from this node. The list will
optionally contain a list of all available users in the Security Server if the Global Policy in the
security configuration allows User Lists. This is largely to remove the burden of typing user names
when using touch screens.

Password: Passwords are case sensitive. The user may have to type in his or her password on
logout, depending on the security policy for the logged-in user.

Log In: Clicking this button sends the User Name and Password to the Security Server for login.
After a successful login, the dialog is closed and the login application remains running in hidden
mode.

Log Out: The user specified in the User Name field will be logged out. The user may have to type
in his or her password on logout, depending on the security policy for the logged in user.

Advanced: This button closes the dialog and makes the hidden Security Login application main
window visible. This button is disabled if the current logged in user(s) do not have permission to use
Login Advanced mode, which is an application action configured in the Security Configurator, as
shown in the figure below.
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Figure 73. Login Application Action Configured in Security Server

Cancel: Closes the dialog. If no logged-in users remain from this node, the Security Login
application will close, otherwise it remains running in hidden mode.

Keypad: Pops up QUERTY key entry pad. This is useful for touch-screen systems.

Change Password: Displays the Change Password dialog box.

50



ProcessView

Main Window

The Security Login client application interface is hidden by default and is displayed only in
advanced mode. To view the full Login client interface, click the Advanced button on the Security
Login dialog box, as shown in the figure below. This opens the main window for Security Login

Utility.

Izer Mame: IJEFF j Kevpad |

Pazzword: I

Lag In I [y [t | Advancedl Cancel |

PR

Change Pazzword.. |

Figure 74. Security Login Dialog Box

The main window of the Login Utility is divided into two panes, as shown in the figure below. The
upper pane contains the status of the Security Server to which the Login Utility is connected. The
following display-only fields are shown and updated:

Field ’ Description

Security Server Location

The name of the workstation where the Security Server is
running and to which the Login Utility is connected. It is
"<local>" if the Security Server is running on the same
workstation as the Login Utility.

Server Start Time

Date and time the Security Server was started. Time is
converted to the local time of the user workstation if the
Security Server is in a different time zone.

Server Current Time

Current date and time as reported by the Security Server on
the last update. Time is converted to the local time of the
user workstation if the Security Server is in a different time
zone.

Server Configuration File

Name and path of the configuration file currently being used
by the Security Server.
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Figure 75. Login Utility Main Window
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Logout

Change Password

The lower pane contains a list of users that are currently logged in. The list includes the following
information:

e The node name.
e The user name.
e The time the user last logged in.

e The time at which the Security Server will automatically log the user out. If this field is blank,
the user will never be logged out automatically.

The lower pane shows all users logged into the Security Server from all nodes, provided the current
user is a security system administrator. The Node column indicates the location of the logged in
user. For non-administrative users, the view shows just the users logged in from the local node.

To logout from the security system, select Logout from the User menu. If a single user is logged in,
the user will be logged out. If more than one user is logged in, the Security Logout dialog will open
as shown below, allowing you to select the user to be logged out. Click the Log Out button. The
user specified in the User Name field will be logged out. The user may have to type in his or her
password on logout, depending on the security policy for the logged in user.
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Figure 76. User Logout Dialog

To change the password, select Change Password from the User menu. This opens the Change
Password dialog box, shown below. Enter the user name, the current password, and the new
password. Then retype the password to confirm it. Click OK.

Users may be restricted from changing their passwords from the Security Login Utility.
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Figure 77. Change Password Dialog Box

Login Utility Preferences

You can set the Login preferences by choosing Preferences from the Options menu. This opens
the Preferences dialog box, shown below.
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Figure 78. Preferences Dialog Box

Field | Description

Security Server Location Enter the names of the primary and backup nodes to
which the Login Utility should connect in order to run the
Security Server. This is "<local>" by default.

Note: Expanding the drop-down list will cause all nodes
on the network to be searched for installed Security
Servers. This can take a long time. If you know the name
of the workstation, it is much faster to type it in.

Auto Logout Reminder The number of minutes prior to a Security Server auto
logout that a user should be reminded to re-login. The
range is 0 to 60 minutes. Enter O for no popup reminder
window.

Status Update Period The period between updates of the Server Status in the
main window. The range is 1 to 60 seconds.

Show Splash Screen Hides/shows the Security Login splash screen (default is
to show the splash screen).

The Symbol Library in GraphWorX contains a symbol category file called "WebHMI Security
Login.sdf," which contains several symbols that, when dragged into a GraphWorX display, allow
users to gain access to the Security Server.

All the symbols use VBScript to call the Security Server on the remote WebHMI Server and get back
security information. You do not need to know VBScript to use this symbol. You can directly drag
and drop the symbol that you need from the Symbol Library into your display, but you also have the
freedom to use the Script Editor toolbar in GraphWorX to change the source code associated with
each of these symbols. Or you can copy the code and attach it to your own symbols.

All of the scripts associated with these symbols create an instance of the “Smar Login ActiveX” and
call methods of this object or access properties. The complete automation for the “Smar Login
ActiveX” is described below.

These symbols are shown in the figure below.
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Sacvrity
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login into the
security server.
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Change Password

Logout User

Log Out All Users

Figure 79. WebHMI Security ActiveX Symbols in GraphWorX

Logging Into the Security Server

The WebHMI Security Login ActiveX symbol button enables WebHMI users on remote client
machines to log in to the Security Server. For example, if the "Login" symbol button is placed in a
GraphWorX display, the user can simply click on the symbol (button) in runtime mode to launch the
Security Login dialog box, as shown in the figure below.

Click here to
login into the
security server.

Figure 80. Security Login Symbol Button

The Security Login dialog is basically the same as the one for the Security Login Utility, except
that the Advanced login mode is disabled, as shown in the figure below. The WebHMI Security
Login ActiveX also includes full keypad support (ideal for touch-screen systems). The Login ActiveX
allows simultaneous login of many users (this must be enabled on the Security Server global
settings).

The drop-down list for the user name can show:
e  The complete list of users in the system.
e The list of the currently logged users.

e The name of the last logged user.

All of these features must be enabled on the Security Server in order to work.
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For more information, please see the Security Configurator Help documentation.

When you log into the Security Server using the Login ActiveX, you do not get any warning
messages when the security session is about to expire. If your security session expires, then the
Login ActiveX will automatically be displayed again.
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Figure 81. Logging Into the Security Server

Changing the Security Server Password

If you should wish to change your password you can do it by clicking on the Change Password
button on the login ActiveX dialog, or you can do it directly by using the Change Password symbol
button and dragging it into your GraphWorX display.

Change Password

Figure 82. Change Password Button

Clicking the Change Password button opens the Security Password Change dialog box, as
shown in the figure below. Type your new password in the New Password and Retype Password
fields, and then click the OK button.
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Figure 83. Changing the Security Password

Viewing the Logged User List

To view a list of users currently logged in to the Security Server, click the Logged User List symbol
button in your GraphWorX display, as shown in the figure below.
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Logged User List

Figure 84. Logged Users List Button

The Security window will appear, as shown in the figure below. The Security window allows you
to view the list of users that have logged in.
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Figure 85. Security Window

Logging out of the Security Server

To log out everyone who has logged in, you can use the Log Out All Users symbol button shown
in the figure below.

Log Out All Users

Figure 86. Logout All Button

You can also logout one specific user with a simple click on the Logout User button, as shown in
the figure below.

Logout User

Figure 87. Logout User Button

You have to specify the user to be logged out in the VBScript code associated with this button.
You can do it by editing the script with the Script Editor toolbar in GraphWorX.
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Security OLE Automation

The OLE Automation interface for the WebHMI Security ActiveX is compatible with VBA and
VBScript. You can perform login/logout operations directly trough scripting without displaying any
user interface. The WebHMI Security ActiveX contains the following OLE Automation interfaces:

LoginDlIg()

Launches the login dialog.

ChangePwdDIg()

Launches the dialog to change the password.

ShowLoggedInUsers()

Launches the dialog to show a list of the usesr currently logged into the Security Server.

Logout()

Logs out all currently logged users.

SetTimeout(LONG nSec)

Sets the timeout for all of the GenClient calls to the Security Server.

ShowResultMsgs(BOOL bShow)

Enables/disables the message box with the result (e.g. "failed to log on to the Security Server").

LoginUser(BSTR username, BSTR password)

Logs in one specific user through code.

LogoutUser (BSTR username)

Logs out a specific user through code.
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