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Chapter 1

INTRODUCTION

About This Document
This document covers Smar WebHMI™ product, including:

¢ WebHMl installation
e Accessing and viewing WebHMI samples

e Web Publishing Wizard for publishing GraphWorX, AlarmWorX, and TrendWorX display files as
Web pages

o AlarmWorX Web Access support for reports and operator comments.
e Setting up the WebHMI server

o WebHMI client configuration using the GenBroker™ Configurator

¢ GenBroker communications

o WebHMI licensing configuration

e WebHMI security configuration

e Change Host Utility

¢ WebHMI versions support and the Update Versions Utility

This document assumes you have prior knowledge of the following:

e Smar ProcessViewcomponents.

e HTML or Web page editing tools that can handle ActiveX controls.
e TCP/IP setup or DCOM (Distributed Component Object Model).

Remote node names in ProcessView are often referenced by "\\<Node Name>." In this document,
you will often see a remote OPC data source referenced by "\<IP Address>." This convention is
perfectly acceptable and simplifies the development of WebHMI Web pages.

New Features in WebHMI
WebHMI version 7.0 includes the following new features:

¢ New VBScript and JScript scripting engine (see the GraphWorX Help documentation for more
information).

o WebHMI Security Login ActiveX.
e AlarmWorX Web Access support for reports and operator comments.
e TraceWorX diagnostics support

e Integrated Web browser support for both Microsoft Internet Explorer and Netscape Navigator.

WebHMI version 7.0 currently does not support Netscape Navigator 7.0.
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Introduction to WebHMI

Smar WebHMI is a Thin Client Web solution that enables standard Web browsers, such as
Microsoft® Internet Explorer and Netscape® Navigatorl, for use as real-time operator interfaces to
manufacturing and factory floor applications. Based on ActiveX® technology, WebHMI provides you
with a powerful and versatile approach to using the same standard HMI (Human Machine Interface)
components included in ProcessView Enterprise Edition™.

WebHMI delivers industry-standard, real-time OPC (OLE for Process Control) information. WebHMI
likewise delivers fast, worldwide operator graphical visualization, trending and alarming
information—both real-time and historical—and HTML-based reports.

Since WebHMI Web components are packaged in standard Microsoft .cab files (or in the case of
Netscape are referenced by .dpl files), your server and clients can be located anywhere. Similarly,
you can store .cab or .dpl files anywhere on your network. Installed and resident on one or more
WebHMI servers, these components (e.g., GraphWorX, TrendWorX, or AlarmWorX) are delivered
automatically, quickly, and “in the background” to a browser on the client-side machine. Since
WebHMI delivers the necessary components required for performing HMI and SCADA functions
(e.g., building control, manufacturing, and process monitoring), it is not necessary to have any Smar
products installed on the client machines.

Ultimately, WebHMI turns a Web browser into an OPC client when the browser views Web pages
located on any WebHMI server. As mentioned above, standard browsers such as Microsoft Internet
Explorer and Netscape Navigator are used to view Web pages from the WebHMI server. Once a
WebHMI site is up and running, you can instantly create multiple browser stations by having your
clients launch the Web browser and visit the appropriate page.

Interaction between clients and the WebHMI server is made possible by Smar GenBroker™, which
uses TCP/IP communication over the Internet. The GenBroker Configurator allows you to customize
your client/server architecture based on your network configuration. For information about WebHMI
client configuration, please see Chapter 5. For information about configuring GenBroker for the
server side, please see the GenBroker Help documentation.

WebHMI Product Contents

Once you have installed WebHMI on a Web server, the following components are available:

e _cab or .dpl files containing all necessary Smar Active X components and foundation files.

e Registered copies of all WebHMI ActiveX components, which aid in the development of your
own pages.

o |Installation files for Microsoft Windows NT® and Windows® 2000.
e Several sample HTML projects, which any client can browse “out of the box.”

e A search-and-replace application, which can find and replace strings in HTML files, dynamic
tags in GraphWorX display files, and pen names in TrendWorX property page configuration files.

WebHMI Architecture

The architecture of WebHMI can best be explained in an illustration. Figure 1.1 shows the WebHM|,
Security, Licensing, and OPC servers on the same node. The WebHMI clients are used to view Web
pages downloaded from the WebHMI server through a Web browser. GenBroker acts as a bridge
that links WebHMI clients to the WebHMI server over the Internet using TCP/IP communications.
For details about client/server architecture and GenBroker configuration, please see Chapter 5 or
refer to the GenBroker Help documentation.

Special note to users with Netscape Navigator: Netscape Navigator does not support ActiveX technology.
Smar has solved this problem by supplementing Netscape with a plug-in. Acting as a bridge, this plug-in allows
for an ActiveX component to be putinto the special Netscape module.
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Figure 1.1. WebHMI Client/Server Architecture

Of course, you are not limited to this setup. Since ProcessView is modular, various components can
be spread out over PCs with multiple networks. If you wish, you can have a single node devoted
only to storing and supplying all necessary data files to be transported over HTTP; or you can have
a setup in which any other node can be responsible only for supplying security information and
serving Smar licensing. You can have as many nodes as you wish supply OPC data.

TraceWorX Support

Using a technology that has been incorporated into all Smar products, TraceWorX provides online
diagnostics and tuning of applications running in the ProcessView system. TraceWorX is designed
expressly for systems integrators, OEMs and customers who want to have tools for doing their own
troubleshooting and diagnostics.

TraceWorX tracks the runtime activity for each ProcessView application and logs the runtime data to
a log file based on user-configured trace levels. The log file provides a thorough, color-coded report
detailing all activity for the application, including the time, the date, the severity level, and a
description of the event or problem.

TraceWorX also features several options for reporting issues to technical support. If you are
experiencing problems with any applications, the log file deployment options, such as compressing
and e-mailing log files, are ideal for tracking and archiving data and sending detailed reports to
technical support. Developers can use these reports to identify the source of the problems.

The TraceWorX32.htm file, which contains the TraceWorX Configuration Utility, is installed with
ProcessView in the Program Files\SMAR\ ProcessView\Bin directory. Remote WebHMI clients can
download this utility from the WebHMI Server by specifying the URL address of the
TraceWorX32.htm file (e.g. http://www.myserver.com/WebHMI/TraceWorX32.htm). The TraceWorX
Utility will track any problems on the remote client.

The View button on the TraceWorX Configuration Utility is disabled in WebHMI.

For more information about using TraceWorX, please see the TraceWorX Help.htm file in the
Program Files\Smar\ ProcessView\Bin directory, or see the TraceWorX Help documentation on the
ProcessView product CD.
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Chapter 2

Introduction

SETTING UP THE WEB SERVER

In this chapter, the following topics will be covered:

e Installing Internet Information Server in Windows NT

e Installing Internet Information Server in Windows 2000
e Installing a Personal Web Server in Windows NT

e Installing ProcessView

e Installing the ProcessView License Utility

¢ Installing WebHMI

Before installing WebHMI, you must first install a Web server, ProcessView, and a ProcessView
software license. Any Microsoft Windows operating system that meets the ProcessView minimum
system requirements and that has a Web server installed is capable of serving WebHMI pages.
However, it is strongly recommended that you use Microsoft Internet Information Server (IIS)
because IIS supports all features of WebHMI. Other Web servers, such as Personal Web Server
and Apache®, may not support all features of WebHMI.

The ProcessView Web Publishing Wizard is supported only for 1IS version 4.0 or above.
SOAP/XML is supported only for IIS version 5.0 or above.

Installing Web Servers for Windows NT and Windows 2000

For WebHMI to work properly on a PC, you must install the following:

e For Windows NT: Either Internet Information Server (1IS) or a Personal Web Server.
e For Windows 2000 or Windows XP: Internet Information Server (lIS).

Installing Internet Information Server for Windows NT

If you run a Windows NT server, you must install an Internet Information Server (lIS) in your
computer.

1. Toinstall IS in Windows NT, click on Network Neighborhood on your computer's desktop. The
Network dialog box will appear, as shown below in Figure 2.1. On the Network dialog box, click
the Services tab and then click the Add button.

2.1
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Figure 2.1. Network Dialog Box: Services Tab

2. The Select Network Service dialog box will appear. Select the Network Service (in this case
Microsoft Internet Information Server), and click the OK button.

3. The Internet Information Server Installation dialog box will appear, as shown in Figure 2.2.
This dialog box will inform you that additional files are needed for installation. In the Installed
from field, type in the drive on which your computer runs CD-ROMSs, plus ":\i386"; or click on the
Browse button to locate the i386 folder on your CD-ROM drive. After locating the i386 folder,
click on it to have it appear in the Installed from field. Insert the Windows NT CD-ROM and click
on the OK button on the Internet Information Server Installation dialog box.

Internet Information Server Installation -- Files Needed E3

@ Some files on Windows MT CD-ROM are
= needed. Cancel |

|ngert windows MT CO-ROM inta the dive
zelected below, and then click OF.

|nztalled from:

[:vizen

Figure 2.2. Internet Information Server Installation Dialog Box
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The Network Service required for this setup is Microsoft Internet Information Server 3.0, to be
released at the time of the current document's publication.

The Microsoft Internet Information Server Setup dialog box, with an Options window, will
appear, as shown in Figure 2.3. In the Options window, be sure to click on at least the four X-

boxes (Internet Service Manager, World Wide Web Service, WWW Service Samples, and
ODBC Drivers & Administration). Click the OK button.

4. The Publishing Directories dialog box will appear. On the Publishing Directories dialog box,
the default directory ("C:\InetPub\wwwroot”) will appear in the World Wide Publishing
Directory field. To use this directory, click the OK button.

Options:
— Dezcrption

Internet Service Manager [inztall ] 131..
(<] whonld wide Web Service [install ] 342K Micrasoft Gopher Publishing
(] it Service Samples {instal ] EFAK Server
: Internet Service Manager [HT ML) 234K
| fiGopher Service | 2T K
|| FTP Service % 23K
Z QDEBC Drvers & Adminiztration [ inztall ) (114

 Inztall Directary far Selected Option:

C:SwAMM TS ystem32hinetsry Change Dirsctory. . |

Space Required on C: 30771 K

Space Available on C: 33N E

0k I Cancel Help

Figure 2.3. Options Window of Microsoft Internet Information Server Dialog Box

5. If the default directory does not exist in your computer, a dialog box will appear informing you of

this fact, as shown in Figure 2.4. If you wish to create the default directory
("C:\InetPub\wwwroot"), click Yes.

Microzoft Internet Information Server 2.0 Setup

The following directory does not exist. Do pou want to create it?

C: M netPubbaswroot
Ha |

Figure 2.4. Creating the C:\InetPub\wwwroot Directory

6. After the "C:\InetPub\wwwroot" directory has been created, the Install Drivers dialog box will
appear, as shown below. One or more ODBC drivers will appear in the Available ODBC
Drivers pane of the Install Drivers dialog box. Select the driver(s) of your choice and click OK.
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7. The Microsoft Internet Information Server dialog box will appear, informing you that the setup
has been completed. On the Microsoft Internet Information Server dialog box, click the OK
button.

You have successfully installed Internet Information Services software on a PC with Windows NT.

Installing Internet Information Server for Windows 2000

If you have Windows 2000 with Internet Information Server (1IS), you must configure it in your
computer.

1. To configure IS in Windows 2000, enter the Control Panel on your computer and click on
Add/Remove Programs. The Add/Remove Programs dialog box will appear. Click on the
Add/Remove Windows Components icon in the left-hand column of the dialog box.

2. The Windows Components Wizard dialog box will appear, as shown in Figure 2.5. To add IIS,
select Internet Information Services (1IS) and click on the check box. After you have clicked on
the 1IS check box, the Windows Components Wizard dialog box will change its appearance
and begin configuring components. Shortly after the configuring begins, you could be notified
that additional files are needed.

Windows Components Wizard

Windows Components
You can add or remove components of Windows 2000,

To add or remove a component, click the checkbox. A& shaded box means that anly
part of the campanent will be installed. Tao zee what's included in a compaonent, chick

Details.

Components:

Z Indexing Service 0.0ME =
l ?"i Internet Information Services [|15] 18.4 ME

I:l Eﬂ b anagement and Monitoring Toolz 0.9 e

[ = Meszage Queuing Services A

1 2= Mehwnrkinn Servires nite ;I

Description: 115 services [web and FTP support] along with suppart for FrontFPage,
tranzactionz, A5Pz, databaze connections, and receiving of posts.

Total dizk zpace required: 0.1 kB Details |
Space available on disk; 1724.8 MB

< Back I Mext = I Cancel |

Figure 2.5. Windows Components Wizard Dialog Box

3. If additional files are necessary, the Files Needed dialog box will appear, as shown in Figure
2.6. In the Copy files from field, type in the drive on which your computer runs CD-ROMSs, plus
"\i386"; or click the Browse button to locate the i386 folder on your CD-ROM drive. After
locating the 1386 folder, click on it to have it appear in the Copy files from field. Insert the
Windows 2000 Professional CD-ROM and click on the OK button on the Files Needed dialog
box.
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x
The file ‘admEpros.dil on windows 2000 Profeszional K
== CDROM is needed oK |

Cancel |

Type the path where the file iz located, and then click
OE.

Copy files from:

j Browsze... |

Figure 2.6. Files Needed Dialog Box

4. The Windows Components Wizard dialog box will reappear. The copying of files is tracked on
the progress bar of the window.

5. After all of the necessary components have been installed, the Finish dialog box will appear. To
close the Windows Components Wizard dialog box, click the Finish button.

You have successfully configured Internet Information Services software for Windows 2000.

Installing a Personal Web Server for Windows NT

If you run a Windows NT server, installing a Personal Web Server is an alternative to installing an
Internet Information Server (IIS) in your computer.

1. Toinstall a Personal Web Server, go into the Tools directory on the Microsoft Windows NT® 4.0
Options Pack CD-ROM and select Tools\pws. The Option Pack Setup window will appear, as
shown in Figure 2.7.

Microzoft Windows HT 4.0 Option Pack Setup

Microsoft®
Windows NT® 4.0 Option Pack

The Windowes NT 4.0 Option Pack provides
enhanced Wb and application desvelopment zervices
farwindowes MNT Wiorkstation 4.0.

Festures include:

Persanal Web Server

Transaction Server

Data Access Components

Message Queus Server Client
Internet Connection Services for RAS
Administration

Developer Components

o Back

Cancel |

Figure 2.7. Microsoft Windows NT 4.0 Option Pack Setup
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Click the Next button. The End-User License Agreement dialog box will appear. Read the
conditions in the License Agreement. If you accept the conditions, click the Accept button.

The dialog box through which you choose the components to be installed on your Personal Web
Server will appear, as shown in Figure 2.8. It is recommended that you click the Typical button.
This configuration includes all of the minimum components, plus basic documentation and
additional components that will allow you to build and deploy Web applications.

After you click on the Typical button, the dialog box with the default Web publishing home
directory in the WWW Service field will appear. If you wish to install the default directory as your
home directory, click the Next button.

The Completing Installation dialog box will appear. When the installation has been completed,
the final dialog box will appear. Installation of a Personal Web Server for Windows NT is
complete. Click the Finish button to close out of the installation process.

Microzoft Windows NT 4.0 Option Pack Setup E3
; hdicrosoft
n Windows NT 4.0 Option Pack

Requires the least amount of disk zpace. Provides the basic
B imirnwrm functionality to deploy wWeb sites.

The recommended configuration. Includes all of the kinimum
components, along with bazic documentation and additional
companents ko allow pou ko build and deploy Web applicationz.

For advanced YWeb zite developers. Provides the option to choosze
Cuztom and customize all componentz. All options included in the Typical

inztallation are pre-selected.

< Back [lewt Cancel

Figure 2.8. Choosing the Components To Be Installed on Your Personal Web Server

Installing ProcessView

Before installing WebHMI, you must have a licensed ProcessView installed on the designated
WebHMI server machines.

System Requirements
To use the ProcessView software, you must have the following minimum system requirements:

8X Speed CD-ROM

A minimum of 300 MB disk space available for installing the default ProcessView software.
(Note: Actual amount required may decrease if help and example files are not installed. Project
requirements for logging data, alarms and screen storage are above this minimum.)

VGA Video Card; 256 or more colors for best results.
Microsoft Internet Explorer 5.5 and above.
Microsoft Data Access Components (MDAC) 2.7

Microsoft Windows 98 SE, Windows 2000 with Service Pack 3, Windows Millennium (ME), or
Windows XP with Service Pack 1, or Windows NT® 4.0 with Service Pack 6a
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Windows 98 SE is supported only by the non-Unicode version of ProcessView. Minimum computer
CPU and RAM requirements depend on the application and operating system, as shown in the
following table.

Application Size Processor RAM
Small

Windows 98 SE/NT Workstation/ME, 2000, | 233 MHz 64 MB

XP 400 MHz 128 MB
Medium

Windows 98 SE /NT/ME 400 MHz 128 MB

» 2000, XP 650 MHz 256 MB
Large

All Operating Systems 1.8 GHz 512 MB - 1GB

The actual amount of RAM and/or processor speed will vary depending upon the /O counts,
networking, logging and alarming requirements, as well as other factors. To determine which type
of computer best fits your application, set up a test application station.

The processor and memory requirements of your existing project may be greater in this version of
ProcessView than in previous versions due to additional and enhanced features in the product.

Installation Steps for ProcessView

The following steps detail the ProcessView system installation. Before installing Smar software, be
sure to close all other applications. For complete information with installation screens, please see
the Getting Started Help documentation on the ProcessView product CD.

If your operating system (e.g., Windows NT) requires a login name, you must log in with
administrator capability before installing ProcessView software.

1. Before installing Smar software be sure that all other applications, are closed and/or disabled.

2. Insert the ProcessView product CD into your CD-ROM drive. If "Autorun™ is enabled on your
system, the CD introduction starts automatically. Otherwise, browse to your CD-ROM drive and
run the "RunMe.bat" file.

3. During the ProcessView 7.0 installation, the system will look for a prior installation of the
ProcessView License Utility. If a pre-existing installation of the License Utility is detected, an
update is required. If your PC is currently licensed, a temporary 7.0 license with the current
configuration can be immediately granted for a 30-day temporary period. All current options and
licensing information will be retained for 30-days. Please contact Smar for a license upgrade
within the temporary 30-day period.

ProcessView version 5x and 6. software licenses must be upgraded to work with
ProcessView version 7.0 or subsequent versions of ProcessView.

4. You will see the CD introduction and the main menu. From here you can also click on a link to
the Smar Web site, go to the Documentation Center, view CD-based Web pages containing
miscellaneous Information, and install software.

5. Click on the ProcessView button. The Setup screen briefly appears, followed by the Welcome
Message screen. Click the Next button to continue.

6. The Software License Agreement dialog box appears. Read the License Agreement. Click Yes
if you accept the terms of the agreement.

7. The User Information dialog box appears. Enter your name in the Name field and your
company information in the Company field. Click Next.
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8. The Security Password dialog box appears. Type Smar (upper case) as the security password.
This password will be used by the Security Server as the default administration password. Then
click the Next button to continue.

Important Note

Be sure to remember this password! It is required when you first attempt to log in to the Security
Configurator tool to set up security for your system. Details on using the Security Configurator are
covered later in this manual. The important point here is to make sure you remember what is
entered in this field during installation.

9. The Choose Destination Location dialog box appears. Choose the destination location for the
software installation. The default directory for the setup is Program Files\Smar\ ProcessView. If
you wish to keep this default location, click the Next button. If you prefer to select a different
directory location for the installation, click the Browse button to select a different drive or
directory. Click Next to continue.

10. The Component dialog box appears. By default, the components and subcomponents installed
by ProcessView require approximately 300 MB of disk space. If you lack the space, a message
appears asking you either to change hard drives or delete unnecessary files from your current
drive.

There are subcomponents installed in many of the components. These subcomponents are typically
broken into three subsections: program files, help files, and example files. If you do not have enough
disk space to install the complete set of tools, you can elect either not to install one or more of the
main components (e.g., DataWorX) or some of the subcomponents (e.g., help files). If you only
install the program files, for example, the hard disk space required decreases. To make a change,
highlight the component and click the Change button. This will open the Subcomponents dialog
box for that component. A check indicates that the component (or subcomponent) will be installed.
Click Next to continue.

11. The Select Components dialog box appears. Here there are two additional options available for
a ProcessView installation:

e Browser Station Installation. This option should be used when installing the software on a
networked PC that ties into another ProcessView system. A "Browser Station," which
cannot connect directly to an OPC server, must connect to a remote machine. For a typical
installation, this option should NOT be checked.

e GraphWorX32 Runtime Only. This option creates an installation whereby GraphWorX (the
graphics screen-building module in ProcessView ) cannot enter Configuration mode. For
the typical installation, this option should NOT be checked. Click Next to continue.

12. The Select Program Folder dialog box appears. You can choose in which program folder the
software will be installed. The default folder in the Program Folder field is Smar ProcessView .
You can keep this default, select an existing folder from the list, or type a new folder name in the
Program Folders field. Click Next to continue.

13.The copying of files will now begin. Click Cancel to stop the installation procedure at any time.

The ProcessView installation automatically installs Microsoft Visual Basic for Applications (VBA). If
you are using the Unicode version of ProcessView for international language-switching capability,
the installation will give you the option of installing Microsoft Arial Unicode Font.

Installing the ProcessView License Utility

You must install and run the Smar Software Licensing before you can run ProcessView software in
Windows in non-demo mode. A Software License Site Key will be generated to handle licensing of
ProcessView without requiring a hardware protection key. Licensing encrypting information is stored
deep within the Windows systems. See the section below for further details on activating the
license. This section first details how to install the software from the CD.
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Set the System Date and Time properly before installing the Software License Utility. Setting the
time and/or date by more than an hour after the installation will affect any time-limited Licenses
(such as the Temporary 30-day Activation).

If your operating system (e.g., Windows NT) requires a login name, you must log in as
"Administrator" before installing the ProcessView Software Licensing.

If you are installing the License Utility program as a continuation of the ProcessView installation
covered in the previous chapter, skip to Step 4 below. For complete information with installation
screens, please see the Getting Started Help documentation on the ProcessView product CD.

1. Before installing Smar software, be sure that all other applications, such as Microsoft Office or
any antivirus software, are closed and/or disabled.

Insert the ProcessView product CD into the CD-ROM drive.

You will see the CD introduction and the main menu. (If Autorun is enabled on your system, the
CD introduction starts automatically. Otherwise, browse to your CD drive and run the
"RunMe.bat" file. Select Software from the menu.

w N

»

Select Licensing from the software selection menu.

o

The Software License installation starts and displays a Welcome screen. Click Next to continue.

o

If you have a previous version of the ProcessView License Utility installed, a notice appears. By
installing the ProcessView 7.0 License Ultility, you will no longer be able to run the 5.x and 6.x
versions of ProcessView. If you have an existing Site Key for 5.x or a 6.x, a temporary 30-day
license will be authorized for ProcessView 7.0. Click Yes to continue.

~

In order to proceed with the License Utility installation, you must acknowledge that you have
read the version compatibility notice that was displayed in the previous screen. Check the check
box and click the Next button to continue.

©

The Software License Agreement appears. If you accept the terms of the agreement, click
Yes.

©

The User Information dialog box appears. Type in your name and your company's name, and
then click Next.

10. Choose the destination directory for the installation. This defaults to \Program
Files\Smar\SoftLic. If you want to install the License Utility in a different directory, click Browse.
Click Next to continue.

11. The setup will also create a program folder and copy all the shortcuts related to the License
Utility into that program folder. The default program folder is Smar Software Licensing. You
can specify a different folder if you want. Click Next to continue. The setup will start copying files
to your computer and will display the status associated with the memory, disk space, and
percentage of information copied.

12. A notice appears, stating that the 30-day temporary license must be activated to provide a Site
Code in order to obtain a valid Site Key. Click Yes to continue.

13. In order to complete the License Utility installation, you must acknowledge that you have read
the notice that was displayed in the previous screen. Check the check box and click the Next
button to continue.

14. Setup is now complete. Click the Finish button to exit the installation wizard. You may be asked
to restart your computer before running the Smar License Utility.

You must now run the License Utility and register your software license in order to use
ProcessView or any of its components. For more information, see the ProcessView Software
Licensing documentation on the ProcessView product CD.
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Installing WebHMI

This section describes the steps for installing Smar WebHMI. Be sure to close any other
applications before installing WebHMI.

WebHMI version 7.0 currently does not support Netscape Navigator 7.0.

1. To install WebHMI from the ProcessView Product CD, select WebHMI from the software
installation menu.

2. As you begin installing WebHMI on a properly configured PC, a Welcome dialog box will
appear, as shown in Figure 2.9. Click Next to continue the installation.

x
VA

Welcome to WebHMI Setup

Thiz progrann will inztall webHMI on pour computer. |t is
strongly recommended that vou exit all Windows programs
before running thiz Setup program.

AVIE ORIV

Cancel |

Figure 2.9. Welcome Screen

3. The Smar WebHMI License Agreement dialog box will appear, as shown in Figure 2.10.
Carefully read the Smar License Agreement. If you agree with the terms and conditions, click
Yes to continue.
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x
License 'ﬂg{ﬂlﬂﬂﬂ[ s m a r |

Fleass read thB.fE“_l:l}i\!l:ngjCEnSE agreement carefully. FIRST IN FIELDBUS

Press the PAGE DOWHN key ta zee the rest of the agreement.

wour intended rezults, and faor the installation. use and results obtained from this program. _..J

LICEMSE
“r'ou are granted a perzonal licenze to uze thiz program under the terms stated in thiz
Agreement. 'ou may: 1] Inztall and use the program oh a zingle machine. 2] Make archival
back-up copies of the program for the sole purpose of suppaorting vour use of the single
program on a zingle machine. 3] r'ou may not uze, copy. modity, or transfer the program, or
tranzfer any copy, in whole or in part, except as exprezzly provided in this licenze, or with a
writter contractual agreement with SMAR, Ino.

£
Do pou accept all the terms of the preceding License Agreement? If you chooze Mo, the
setup will cloze. Taoinstall wWebHMI, pou must accept thiz agreement.

| Fetall S hield

¢ Back ez Mo

Figure 2.10. License Agreement

4. The Smar WebHMI Copyright dialog box will appear, as shown in Figure 2.11. After reviewing
the copyright information, click Next to continue.

WebHMI ¥7.1 : x|

Information
: smar
Fl =ad the followi ]
- FIRST IN FIELDBUS

[c] Copyright Smar Equipamentos [ndustriaiz Lida,, 2004 ﬂ

ShaR WEBHMI Product
Feleaze 7.0
Januarg 2003
"WEBHMI Vigualization Thin Client Product
Thiz optional product addz bo any Processiew application and enables the ProceszView r

4] | 3

| FetallS hield

< Back

Figure 2.11. Copyright Notice

5. The User Information dialog box will appear, as shown in Figure 2.12. Type your (the user's)
name in the Name field; your company's name in the Company field; and your WebHMI
product's serial number in the Serial field. Click the Next button to continue.
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WebHMI ¥7.1 1 x|

User Information - smar
Enter yuﬁi‘i"jrt_agﬁtr?}m}jrﬂg[matiun.
- TIEERR e Bee EI'RST IN FIELDBUS

Fleaze enter pour hame and the name of the company far whom pou work,

Mame: [ESTE1H

LCaormpany: ISmar Equipamentos [ndustriaiz Lida

| rstall&hneld

¢ Back | Mewt > I Cancel

Figure 2.12. User Information Dialog Box

6. The Installation Destination dialog box will appear, as shown in Figure 2.13. The default
location is "C:\inetpub\wwwroot\WebHML." If you have installed or activated Microsoft Internet
Information Server and used its default for installation locations, this default setting creates a
WebHMI folder in your root www directory. This location allows a client PC to access WebHMI
files at "http://<Web address of Server>\WebHMN\."

If your shared root directory is not the default supplied, click on the Browse button and choose the
appropriate installation folder. After you have chosen a location, click OK.

x5
Select folder where Setup will instal files.
A e PRERT IR oot e 3 EIRST IN FIELDBUS

Setup will inztall ‘WebHMI in the following folder.

To inetall to this folder, click Mext. To install to a different folder, click Browse and select
anather folder.

LAl netPubhwsroathisfebH k| Browsee. .. |

| Fetal|S hield

" Deztination Folder

Cancel

Figure 2.13. Choosing Your Installation Location
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7. The Setup Type dialog box will appear, as shown in Figure 2.14. Choose Typical, Compact,
or Custom installation. Typical installs all WebHMI components. Compact installs no sample
pages. Custom lets you select the specific components to be installed. After making your choice,
click the Next button to continue.

e x
Seilne smar |

Select the: up inztall
elechife et Linasn it 'FIRST IN FIELDBUS

Click the type of Setup you prefer, then click MNext.

Frogram will be inztalled with the most common options. Recommended for
mast Lsers.

" Compact  Program will be installed with minimurn required options.

" Custom 'ou may chooze the options pou want to install. Becommended for advanced
LIZErs.

| FetallS hield

< Back | Mest » I Cancel

Figure 2.14. Choosing the Installation Type

8. The Choose Communication Type dialog box will appear, as shown in Figure 2.15. Choose
GenBroker over TCP (OPC over TCP), GenBroker over DCOM, or Standard OPC for

installation.
WebHMI ¥7.1 ) x|

Choose Communication Type smar
FIRST IN FIELDBUS

Click the type of communication you prefer, then click MNext.

€ OPC over SOAPAEML
" OPC over DCOM

| Fetal|Shield

< Back | Mext » I Cancel

Figure 2.15. Choosing a Communication Type
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Since the default communication type is GenBroker over TCP (OPC over TCP), it is recommended
that you use it to install WebHMI server. If desired, you will then be able to change the settings at
any time. GenBroker over TCP (OPC over TCP) is easy to use on a local area network (LAN), over
an intranet or the Internet, and communicates through routers and firewalls. Of these three
communication types, only GenBroker over TCP communicates over the Internet. For information
about configuring TCP/IP and SOAP/XML channels, please see the GenBroker Help
documentation.

GenBroker over DCOM is recommended for use on a local area network where you know that all
nodes have been properly set up. It is also recommended for use if you wish to avoid connecting
over the Internet because you are uncertain of how all nodes in a network have been set up.

GenBroker over DCOM works only in an environment where Microsoft Network has been installed.
If you wish to communicate over the Internet, install GenBroker over TCP.

Standard OPC is the legacy communication method used by ProcessView 5.x and 6.0. It is easy to
use on local area networks. This is the default method for ProcessView applications.

Standard OPC works only in an environment where Microsoft Network has been installed. If you
wish to communicate over the Internet, install GenBroker over TCP.

After you have chosen the communication type that you prefer, click Next. The Select Program
Folder dialog box will appear, as shown in Figure 2.16.

WebHMI ¥7.1 ) x|

Select Program Folder m
Flease select a program folder. s a r
Al FIRST IN FIELDBUS

Setup will add program icons ta the Program Faolder listed below. v'ou may tupe a new folder
name, or zelect one from the exizting folders list. Chck Mext to continue.

Program Folders:

Existing Folders:

Acceszones

ACD Syztems

Adminigtrative Tools

Canon Font b anager

CorelDRAW 7

CorelDRAW 3

[ ate Manager

Dicionario Houaizs

HyperSnap-0# ﬂ

| stall&hneld

< Back | Mewxt » I Cancel |

Figure 2.16. Select Program Folder

Either type the name of a new program folder in the Program Folders field or select the program
folder of your choice from the list in the pane below. Click the Next button.

If you wish to change your choice of communication types, it is recommended that you uninstall
WebHMI and perform the installation again from the beginning.

9. The Copying System Files window will appear. While the system files are being automatically
copied, the percentage of the files already copied will appear in the window's progress bar.
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10. After all of the necessary system files have been copied, a dialog box will appear, as shown in
Figure 2.17. Enter the name of your WebHMI server or select a local machine name. Customize
your application by selecting one of three choices under Name Convention:

e Microsoft Network. This is the name of the WebHMI server machine located on your local
network. This is recommended with DHCP.

e DNS (Domain Network Service). This is your registered domain name, such as
WWW.myserver.com.

e |P Address. The numeric IP address, such as 99.99.99.99 will automatically appear in the
DNS Name field.

After you have customized your application, click the OK button.

Enter a name aof pour WebHM| zerver or zelect one of the
lozal machinge names. All of zample flez will be customized
ko wark with the niame pou zpecify.

— 5 Metwork Mame 1
IESTE1E ‘

—Mame Convention
' M5 Nebwark

" DMS
P Address

Cloze Ok

Figure 2.17. Specifying the WebHMI Server Host Name

11. The Setup Complete dialog box will appear. Click the Finish button to complete the setup.

You have successfully completed installation of WebHMI on your computer.
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Chapter 3

VIEWING WEBHMI SAMPLES
Introduction to WebHMI Samples

The WebHMI installation includes a series of sample screens, which get installed in the
Inetpub\wwwroot\WebHMN\Samples directory. To access the Samples, select Start > Programs >
ProcessView WebHMI > WebHMI Examples. The WebHMI Samples Home Page will appear, as
shown in Figure 3.1. This page allows you to access both default (basic) and advanced WebHMI
samples, as well as industry examples.

When navigating the displays, you can click on the House icon at the top right of the screen to
return to the home page at any time.

A WebHMI =%

Star' YWebHMI enables users to view real-time HMl or SCADA applications over the Internet or intranets on any client PC
running Microsoft Internet Explorer or Netscape Navigator. WebHM is extremely easy to use and set up

Advanced Web publishing tools allow graphics, trends, alarms and reports to be published to designated YWeb servers running
Microsoft Internet Information Server (IIS), Microsoft Personal Web Server, or Apache Server providing a complete VWeb-based
Hil ar SCADA solution.

“Qur Web-enabled HVI and SCADA products are based on OPC-To-The-Care
technology and offer unparalleled performance, efficiency, ease of
connectivity and freedom of choice!”

Default Samples Indusiry Sarmples Advanced Samples
wwj it sy Sy i i
_. e
E?E 5] bt ey
e
s ' T ’:""r

Figure 3.1. WebHMI Samples Home Page

Default Samples

Clicking Default Samples on the WebHMI Samples Home page opens the WebHMI Default
Samples page, shown in Figure 3.2.

Click on the back arrow button at the bottom left at any time to move back to the previous display.
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GraphWorX32 AlarmWorx32

Figure 3.2. WebHMI Default Samples Page

GraphWorX Samples
Click on the GraphWorX link on the left-hand side of the home page. The GraphWorX sample page
will appear, as shown in Figure 3.3.
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r Temp and Pressure Board:

Systern Power
08:10:31 AM 18/06:2004
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Water alarm 2 ] no
Pressure 24 [ T o0 0
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Tempersture 2 I £
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c

-
R
Surface Telemetry ; @ water alams ' Depth
3458 38 H GOF Alarms (Y TetherCol

Figure 3.3. GraphWorX Sample Page
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AlarmWorX Samples

Return to the Default Samples page and click on the AlarmWorX link. The AlarmWorX sample
page will appear, as shown in Figure 3.4. This contains example screens for the Alarm Viewer
Active X, the Alarm Report ActiveX, and an Alarm Chart. You can move the mouse pointer over the
alarms in the display to show ToolTips for the alarms, which provide information about each alarm.

You must have MSDE installed to view the Alarm Report and Alarm Chart samples.

| an " EveriTine Teg Mz
[ate Tag Value TOVa/ab0E F 5001 o Compearsor_|Comgreraoe gasn 1o
V20002 55002 AM Bet Spesa | el Speed ¢t Pumgl = 1y
125838 PM 3 Tempera’[ure 1022002 55002 AM | Criicei Mass | Remching Criicel Mazz
. N V022002 35002 AM | Tork P51 Tre P9 ok s high
1 EMO P - 1 102002 50002 AM Pressuns Tark2 PSiin o e Hhoh
= - = ADRO002 5 S0102 Al Level GageLevel page o high

175823 PM 9 Alksling Level 1002002 3.50.2 AM  Pressure A O

VOGG002 #50:07 AM Temperare | Temperturs siarn s
AM Tetgerire o 1ce i}

1022002 G453 AM Premsure Tire LoLo Pressure D€V

10MZA002 543,55 M Terpertire | Tempersturs ROC werm
|nrmm9nsam‘nm~ Citate burraliy 12 high

AM | Tempevabore o i

Termperature rpes harm

DGR3 44745 AM Trmperrs | Tempernéurs st Fese nf

2 AM Presuse

10622002 G 4542 AM Temperabure Tempershure ROC sierm

2002 RARAT M Terperbare | e i}

TOI0002 #4535 AM Contort Level | Coclart eak deinciec

125821 PM 8 Alkaling Level
125823 PM 3 Alkaline Level

Alarmn Viewer Alarmm Report

— W

Figure 3.4. AlarmWorX Samples Page

TrendWorX Samples

Return to the Default Samples page and click on the TrendWorX button. The TrendWorX sample
page will appear, as shown in Figure 3.5. Here you can view various trend displays with trend pens
in runtime mode, including a Time Plot, a Log Plot, a Strip Chart, a Circular Chart, and an XY plot.
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Figure 3.5. TrendWorX Sample Pages

ActiveX Control Samples

Return to the Default Samples page and click on the ActiveX button. The ActiveX sample page will
appear, as shown in Figure 3.6. To view various types of Smar ActiveX controls in action, including
the Switch, Slider, Vessel, Gauge, and Numeric ActiveX controls, click on the buttons.
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Figure 3.6. ActiveX Controls Samples

Licensing and Security Samples

The WebHMI Default Samples page also contains links to the Licensing and Security sample
pages. For information on Security and Licensing, please see Chapter 6 and Chapter 7,
respectively.

Advanced Samples
Return to the WebHMI Samples Home page and click on the Advanced Samples button, as shown
in Figure 3.7.
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| Smar'WebHMI enables users to view realtime HMI or SCADA applications over the Internet or intranets on any client PG
| running Microsoft Internet Explorer or Netscape Mavigator, WebHMI is extremely easy to use and set up.

Advanced YWeb publishing tools allow graphics, trends, alarms and reports to be published to designated Yyeb servers running
Microsoft Internet Information Server (IIS), Microsoft Personal Web Server, or Apache Server providing a complete Web-based
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Default Samples

Incdustry Samples

T

1 e

Figure 3.7. WebHMI Samples Home Page

This opens the Advanced Samples page, shown in Figure 3.8. The Advanced Samples page
contains two buttons: Remote Connection and Advanced Scripting.

<5CRIPT LANGUAGE="vbscri
Sub link onMouseOverl

'Set window object]

status = "Click her|
'Set SetTimer methol

clear = BetTimerlut]|

Remote Connection Advanced Scripting

=== |

Figure 3.8. Advanced Samples Page

The Remote Connection samples page, shown in Figure 3.9, contains examples of complex
GraphWorX display (.gdf) files that have been published as HTML pages through WebHMI. You can
view these display files in real time over your WebHMI server. The examples include a bar graph, an
Alarm Viewer, and a Trend Viewer.
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B PM 3 Tempea!ure

Z58:23 PM 0 Alkaline Level

3 Allaline Level

Rernote Alarm

LA

Figure 3.9. Remote Connection Page

The Advanced Scripting samples page, shown in Figure 3.10, contains examples of the use of
VBScript in GraphWorX displays. For more information about the GraphWorX scripting engine,
please see the GraphWorX Help documentation.

GiaphWoiX Scripling

Figure 3.10. Advanced Scripting Page
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Industry Samples

Return to the WebHMI Samples Home page and click on the Industry Samples button. This opens
the Industry Samples page, shown in Figure 3.11, which contains example GraphWorX displays for
various segments of the automation industry.

Automotive Pharmaceutical Qil and Gas

Building Control Water & Waste Water

Figure 3.11. Industry Samples Page
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Chapter 4

WEB PUBLISHING WIZARD

Introduction to HTML Publishing

The ProcessView Web Publishing Wizard enables you to "export" your GraphWorX (.gdf),
TrendWorX (.t32), and AlarmWorX (.a32) displays to HTML files and/or publish the HTML files to a
Web server (LAN or Internet). In publishing displays to a Web server, WebHMI uses HTML to
reference the files in an Internet-enabled format. Once a display is "exported” to an HTML file and
then published to a Web server, client machines can browse it through an Internet browser, such as
Microsoft Internet Explorer or Netscape Navigator. Each display can be viewed as a Web page.

Netscape Navigator generally does not support ActiveX technology. Smar has solved this problem
by supplementing Netscape with a plug-in. Acting as a bridge, this plug-in allows for an ActiveX
component to be put into the special Netscape module.

Basic Steps in Publishing GraphWorX Displays
Publishing a GraphWorX display to HTML involves the following basic steps:

1. Create a GraphWorX display (.gdf) file on a developer workstation with GraphWor X installed.

2. Use the Web Publishing Wizard to generate an HTML file and publish the file to a Web server
(URL) address.

3. On the Web server PC (with ProcessView installed), start GenBroker Server from GenTray.

4. On a client PC, open a Web browser, such as Microsoft Internet Explorer, and browse to the
URL address of the HTML file. The client PC downloads the HTML file from the Web server. The
Web server delivers all the necessary components (e.g. Active X controls) to the client PC's Web
browser, which then runs the GraphWorX display directly within the browser. This way you can
view the GraphWorX display in real time as a Web page.

The source code of the published HTML file contains references to the required “plug-ins” that are

needed to deliver the GraphWorX Viewer ActiveX control to the client. The GraphWorX Viewer

ActiveX is needed to run the .gdf file over the network. The GraphWorX display itself is not really

“converted” into HTML. Instead the display (.gdf) file is referenced in the HTML code by the ActiveX

plug-in.

To expand on step 2 above, the following Microsoft Internet Explorer example shows the portion of
the generated HTML source code that references the .gdf file. The GWXview32.cab file is
referenced in the codeBase field to deliver the “plug-in” for the GraphWorX Viewer ActiveX. This in
turn opens up the .gdf display. In the example below, the .gdf display file is called Buildingl.gdf,
as shown below in the Display Name parameter field.

<OBJECT classid=clsid:98A5DDE3-563B-11CF-A343-487C03C10000
codeBase="http:/vww.myserver.comwebhmi/cabs/GWXview32.cab"
id=GWXview321 style="HEIGHT: 420px; WIDTH: 620px" height=420 width=620>
<param name="_Version" value="65537">

<param name="_ExtentX" value="16404">

<param name="_ExtentY" value="11113">

<param name="_StockProps" value="160">

<param name="BorderStyle" value="1">

<param name="Appearance" value="1">

<param name="DisplayName" value="http:/mww.myserver.com/webhmi/Buildingl.gdf">
<param name="UseAmbientBackColor" value="0">

<param name="AutoStartRuntime" value="-1">

<param name="OverrideScrollbarSettings" value="1">

<param name="VerticalScrollbar" value="0">

<param name="HorizontalScrollbar" value="0">

</OBJECT>

Exporting a .gdf file to an HTML file not only references the GWXview32.cab file, as shown in the
example above, but also references any other "plug-in" .cab files required for other ActiveX
components that may be embedded within the .gdf file (e.g., TrendWorX or AlarmWorX Viewer
Active X controls).
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However, before a .gdf file can communicate with live OPC data, the IcoSetServer.cab file “plug-
in,” which is necessary for security and licensing, as well as a GenBroker configuration (.gbc or
.gbx) file, which contains network configuration settings for OPC communications, must also be
delivered to the client PC. The IcoSetServer.cab file and the .gbc or .gbx file are referenced in the
HTML source code. This way the security and licensing information are available whenever a
component (such as an Alarm Viewer ActiveX) is downloaded. The sample HTML source code
below shows how these files are referenced in the code.

<object id="SetServer2" classid="clsid:57802C16-9A15-11D4-B2A8-0090272E599B"

codeBase=http:/iwww.myserver.com/WebHMlI/cabs/IcoSetServer.cab height=28 width=17>
<PARAM NAME="CfgName"

VALUE="http:/iww.myserver.com/WebHMI/Samples/Default.gbc">

</object>

The ProcessView Web Publishing Wizard in GraphWorX takes care of all the necessary HTML code
references automatically. Microsoft Internet Explorer uses .cab files, whereas Netscape Navigator
uses .dpl files.

If you are using multiple frames for your WebHMI pages (e.g. a main "navigation" frame for
browsing between pages, and a "content” frame that contains the body of the pages), make sure
that the IcoSetServer.cab file and the .gbc or .gbx file are properly referenced in the HTML source
code for the main frame. This way the security and licensing information are available whenever a
component is downloaded.

Delivering the Necessary Web Components to the Client

WebHMI is designed to operate with Zero Install and Thin Client philosophy. This means the client
PC has nothing but Windows, Internet Explorer, or Netscape loaded. Thus, all necessary Web
components must be remotely delivered and seamlessly installed. The type and number of
components required for delivery on the client PC are determined by the content of the GraphWorX
displays. For instance, a display with an embedded Trend Viewer requires delivery of the
corresponding TrendWorX Viewer Active X Web component, but not the AlarmWorX Viewer ActiveX.
On the other hand, a display with an embedded Alarm Viewer requires the corresponding
AlarmWorX Viewer ActiveX but not the TrendWorX Viewer ActiveX.

The delivery process can be very slow in terms of network speed. To avoid wasting time, the first
requirement is to deliver only the required component. The delivery process is strictly connected to
the HTML code. Inside the HTML code, there are references to .dpl files or .cab files, the basic ways
to deliver components. As a result, the building of the HTML page is a critical step. The Web
Publishing Wizard looks inside the display to understand what components are needed on the client
side and then builds the corresponding HTML code.

Netscape Navigator and Microsoft Internet Explorer neither process the HTML code in the same
way nor deliver the component in the same standard format. Basically, Microsoft Internet Explorer
requires components to be delivered using .cab file technology whereas Netscape Navigator
requires .dpl files.

Client Station Requirement

In order to view a published GraphWorX display, a client PC must have a Web browser installed
(e.g. Microsoft Internet Explorer or Netscape Navigator).

Developer Station Requirement

The developer station requires GraphWorX Version 6.1 or greater.
Web Server Station Requirement

The Web server PC must have the following installed:

e  WebHMI

e ProcessView (with GenBroker)

e For Windows NT, Internet Information Server (IIS) or a Personal Web Server
e For Windows 2000 and Windows XP, Internet Information Server (lIS)
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Multiple Display Support

Suppose that you have a main GraphWorX display (.gdf) file that is linked to other display files (e.g.
each display contains pick actions, such as Load Display or Pop-up Window, that point to the other
display files). When you publish the main display to an HTML file, you want all the links and
references to the other dependent display files to be functional when the HTML file is downloaded to
a client Web browser. The Web Publishing Wizard makes this possible by detecting all mutually
linked display files, looping through all dynamic actions, and checking for pick actions in which a file
name is specified as one of its parameters. The following pick actions are supported for multiple
GraphWorX display Web publishing support:

Load Display

Embedded Window

Popup Window

Drag/Drop Load

Set Aliases

Alias Dialog (alias files specified through the Set Aliases dialog box in GraphWorX).

The LoadTabs display property is also supported for publishing multiple GraphWorX displays.

Embedded ActiveX Control Support

In dealing with a main GraphWorX display (.gdf) file that is linked to other display files (as described
in the "Multiple Display Support" section above), suppose you included an ActiveX Control (e.g.
Alarm Viewer ActiveX or Trend Viewer ActiveX) into each of the dependent display files. Also
suppose that you generated and published an HTML file only from the main display, but you want
this single HTML file to trigger the simultaneous download and installation of all ActiveX Controls
embedded within all interlinked GraphWorX display files. The Web Publishing Wizard's embedded
ActiveX Control support makes this possible, allowing you to view the ActiveX Controls in all
displays from a single client Web browser.

Using the Web Publishing Wizard

The Web Publishing Wizard performs two basic operations:

1. The Wizard creates an HTML file based on a user-specified GraphWorX display (.gdf) file,
TrendWorX display (.t32) file, or AlarmWorX display (.a32 file).

2. The Wizard then either "exports" (saves) the HTML file to a user-specified directory on the local
drive and/or "publishes" (uploads) the HTML file to a user-specified Web server URL address
(i.e. over the Internet or an intranet).

Starting the Web Publishing Wizard
To launch the Web Publishing Wizard in GraphWorX:

1. Load or create a GraphWorX display (.gdf) file.

2. After you have either created a new display file or opened an existing file, select Save As from
the File menu. The Save As dialog box opens, allowing you to specify the name and location of
the file you are about to save. Type a name for the new file in the File Name field. It is important
that, when saving your file, you select "GraphWorX Displays without VBA (*.gdf)" in the Save as
Type field, as shown in Figure 4.1, because the Web Publishing Wizard does not support
Microsoft Visual Basic for Applications (VBA). Click the Save button to save the current file.
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savens 2 x|
Savejn:ltﬂ Samples j = ﬁ{ -
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| Script }.’;ﬁalarmrepurt %autnmutive
| suppork %alarmscripting %buildingcuntrol
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4 | | Type: Smar Graphiw'ors |

Size: 33,0 KB

File name: |Di3|:|la_l,l1 Save I
Save as type: |GraphWor>< Dizplays [*.gdf] ﬂ Cancel |
A

Figure 4.1. Saving the Display As a Non-VBA File

3. Select Publish to HTML from the Tools menu, as shown in Figure 4.2.
]

Tools  Runkime  Help

3
Macros

Function keys... I

Set Working Directory, ..
Security Configuration. ..
Local alias File Editar. . —
Global alias Configuration. ..
Language Alias Configuration. ..
16-bit to 32-bit Display Translator, ..

M
Windows CE r

(L VI | [ —

Figure 4.2. Starting the Web Publishing Wizard in GraphWorX

If you try to run the Web Publishing Wizard with a GraphWorX display with VBA, you will get a
warning message as shown in Figure 4.3. If you click Yes, the Web Publishing Wizard
automatically saves the display as a non-VBA file. If you click No, the publishing operation is
cancelled.

Graphworx |

& The current display contains YBA. Publish to HTML
feature is only available for non-YEBA displays,

The current display will be saved as non-wBA

to the following file:

~

C:\Program Files!SmariProcessyiew\ProjectsProject
2\ applicationsy Graphiyor X324 DisplaysiDisplay 1. NoWBAS, gdf

0K to proceed?

Figure 4.3. Warning Message About Displays With VBA
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4. This launches the Web Publishing Wizard configuration dialog box, as shown in Figure 4.4.
This dialog box serves as the interface through which you export/publish GraphWorX display
files to the Web.

Both the Publish to Web Server and Export Local Copy actions can be performed at the same
time.

¥4, Web Publishing Utility X|

— Publizh "/'eb Page

alarmwiorsd? narepart. hirm

— Bazed on Source File

C:%Program FileshSmartProcess\iewhS ampleshalarmwors 32 norepor J

— Publishing Ophionz
¥ Fublizh to ‘w'eb Server
Ihttp:Hm_l,lsewer.cuma’webhmi LI

[ Ewport Local Copy

| =
— Publizhing Customization

Publizhing customization allows you o change 'Web
Publishing Settings. Advanced. . |

Ok. I Cancel | Help |

Figure 4.4. Web Publishing Wizard Dialog Box

Exporting a Display File Locally

To export a GraphWorX display to a directory on the local drive:

1. Inthe Based on Source File field of the Web Publishing Wizard, you must specify the name of
the GraphWorX display (.gdf) file to be exported, as shown in Figure 4.5. To choose a different
display, click the ... button to the right to browse for a file. Select a file and then click Open. The
directory path and the file name are shown in the text field.
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*4, web Publishing Ukility ' 3}

— Publish */eb Page

alarmword32_ noreport. hitm

— Bazed on Source File

II::\F'ru:ugram Filez\Smar\FroceszView\S ampleshalarmwors32_ norepor J

— Publighing Options
[ Publish to eb Server
|http:J!mysewer.u:um.»’wel:-hmi j

£ i
|E: “Pragram FileshS mariProcessview\Samples' j _I

— Publizhing Custamization

Publizhing customization allows wou to change Web
Fublishing Settings. Advanced. . |

(] I Cancel | Help |

Figure 4.5. Specifying a GraphWorX Display File

2. Inthe Publish Web Page field of the Web Publishing Wizard, specify the name of the HTML file
that will be created. The .gdf file name is filled in by default, but you can give the HTML file a
different name.

3. In the Publishing Options field, check the Export Local Copy check box and specify the local
directory path name to which you want to export the HTML file. You can select a recently used
path from the drop-down list, or click the ... button to browse for a destination directory, as
shown in Figure 4.6. Select the directory and click OK.

Set Location for Local Copy 2x]

Ll i |awEh Pulishing Example x| = =5 ER-

Cahcel |

&

Figure 4.6. Setting the Local Directory

4. The local directory pathway you selected appears in the Export Local Copy field of the Web
Publishing Wizard, as shown in Figure 4.7.
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— Bazed on Source File
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— Publishing O ptions
[~ Publish to‘web Server
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¥ Export Local Copy
|E:\D|:u:ument$ and SettingzhadminiztratoriMy Documents j
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Publishing Settings. Advanced... |

0k Cancel | Help |

Figure 4.7. Export Local Copy Pathway Shown in the Wizard

5. Click the OK button to generate the HTML file. The new HTML file is saved to the local directory
pathway specified in the Export Local Copy field.

Both the Publish to Web Server and Export Local Copy actions can be performed at the same
time.

Publishing a Display File to a Web Server

To publish the HTML file to a directory on a Web server (i.e. over the Internet or an intranet):

1. In the Based on Source File field of the Web Publishing Wizard, you must specify the name of
the GraphWorX display (.gdf) file to be published, as shown in Figure 4.8. To choose a different
display, click the ... button to the right to browse for a file. Select a file and then click Open. The
directory path and the file name are shown in the text field.
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#4 Web Publishing Ukility x|

— Publish *eb Page

alarmwors32_ noreport. htm

— Bazed on Source File

IEZ'\PIDQIEIITI FilezshSmarProcessViewhS ampleshalarmwors32_ norepor _I

— Publishing Options
¥ Publish to‘web Server
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[ Ewport Local Copy

| =L
— Publishing Customization
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Fublishing Settings. gdvanced... |
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Figure 4.8. Specifying a GraphWorX Display File

In the Publish Web Page field of the Web Publishing Wizard, specify the name of the HTML file
that will be created. The .gdf file name is filled in by default, but you can give the HTML file a
different name.

In the Publishing Options field, check the Publish to Web Server check box and type in the
URL address of your Web server with the complete directory indicating where you want to
publish the HTML file, as shown in Figure 4.9. In the sample Web server URL address shown
below ("http://www.myserver.com/WebHMI/Samples"), the various components are:

e http:/ivww.myserver.com: IP address (server name) of the WebHMI Server
e WebHMI: Name of the WebHMI server root directory
e Samples: Name of the directory on the server to which the HTML file will be saved

The Web server URL address now appears in the Web Publishing Wizard dialog box in the
Publish to Web Server field of the Web Publishing Wizard, as shown in Figure 4.9.
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Figure 4.9. Publish to Web Server Location Specified in Web Publishing Wizard

5. Click the OK button to generate the HTML file. The new HTML file is uploaded to the Web
server and then saved to the URL address path specified in the Publish to Web Server field.

Both the Publish to Web Server and Export Local Copy actions can be performed at the same
time.

Publishing Customization Options

The Web Publishing Wizard contains some customization options for exporting/publishing HTML
files. Clicking the Advanced button on the Web Publishing Wizard dialog opens the Web
Publishing Properties dialog box, as shown in Figure 4.10, which contains the following tabs:

e General Settings

e Server Switching Support
e Screen Resolution Settings
e Publishing Options

General Settings

The General tab of the Web Publishing Properties dialog box, shown in Figure 4.10, allows you to
specify the default URL address for the WebHMI Server. This WebHMI root URL path is used as the
default path when only Export Local Copy is selected on the Web Publishing Wizard dialog box. (If
Publish to Web Server is selected on the Web Publishing Wizard dialog box, you can specify a
different URL path for the WebHMI Server.)
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WEB Publishing Wizard Properties 5[

Screen Aesolution I FPublizhing Options
General Server Switching Support

WebHMI Root URL Path:

hittp: 22w, yzerver. comlfwebhmi

MHote:
Thiz %ebHMI| Root URL iz uzed as default path when only Export
Local Copy iz selected.

k. I Cancel Soply Help

Figure 4.10. General Settings

Server Switching Support

The Server Switching Support tab of the Web Publishing Properties dialog box, shown in Figure
4.11, allows you to enable or disable GenBroker support for the exported/published HTML file. Here
you can specify which GenBroker configuration file (.gbc or .gbx) will be activated. The GenBroker
configuration file establishes the settings for OPC data communications between the clients and the
Web server.

Web Publishing Utility Properties . il

{ Server Switching Support §| Screen Resolution | Publishing Options I

&dds Smar GenBroker support to exported HTML.
Cammunication can be established bo one server at a time anly,
" Moke

% &z Configured in \WebHMI Settings

" User Defined

Ok I Cancel Spply Help

Figure 4.11.Server Switching Support Settings
There are three available options for GenBroker support:

o None: GenBroker support is not active.
As Configured in WebHMI Settings: This setting uses the default URL address of the
GenBroker configuration (.gbc or .gbx) file as specified in the WebHMI installation.

e User Defined: When this option is selected, the GenBroker Configuration File URL field
becomes available, allowing you to specify the URL address of the GenBroker configuration
(-gbc or .ghx) file.
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Clients can receive data from different WebHMI servers, but communication can be established only
to one server at a time. The server to which a client connects depends on the type of information
that the client requests. If Server A, for example, does not contain the components necessary to
answer the client's request, the request will be forwarded to Server B, or Server C, and so on.

For information about configuring GenBroker settings, please see the GenBroker Configurator
Help documentation.

Screen Resolution Settings

The Screen Resolution tab of the Web Publishing Properties dialog box, shown in Figure 4.12,
determines the screen resolution and size of the GraphWorX Viewer ActiveX control, which is
referenced in the generated HTML file and then downloaded to a client PC when the HTML file is
viewed in the client's Web browser. You can specify the screen size in the Width and Height fields
in terms of pixels (px) or percentage (%). Click the Resolutions button to select from a pop-up
menu of standard screen resolutions, as shown in Figure 4.12.

Web Publishing Utility Properties ﬂ

I Publishing O ptions I

Server Switching Support

Size of Smar Graphiw/ork Yiewer in

Width: | 100 Height: |'| 0o Resolutions... I

e O i
¥ =

Gl

QK I Cancel Apply Help

Figure 4.12. Screen Resolution Settings

Publishing Options

The Publishing Options tab of the Web Publishing Properties dialog box, shown in Figure 4.13,
enhances the publishing process. By default, the Web Publishing Wizard provides support for
related files detection (for more details, see the Multiple Display Support section). The multiple
display detection could be a rather lengthy process. You can speed up the process by disabling the
Enable Multiple Display Support option. This is especially useful, if you have already published
your project files to the Web server, and now you want to update display you have changed.

The multiple display detection mechanism ensures that the Web page will be published properly for
the source file. Disabling the Multiple Display Support may cause publishing of an incomplete web
page, which may result in unexpected behavior. Therefore, it is suggested to disallow publishing of
the Web page. You can do so by enabling the Publish Display File Only option.
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Figure 4.13. Publishing Options

Viewing Locally Exported HTML Files

To view an HTML file that was exported to a local directory, simply browse to the local directory
pathway and click on the file to open it in your Web browser. You can also open your Web browser
and copy the directory pathway of the file into the Address field of the Web browser, as shown in
Figure 4.14. A complete directory path is, for example, "C:\Documents and
Settings\Administrator\My Documents\Web Publishing Example\ChemFood_BeanRoaster.htm." Be
sure to include the name of the HTML file that you have exported and the file extension "htm."

File Edit Wiew Faworites Tools  Help

GBack ~ = - ) i | Dhsearch  [iFavorites EPMedia o4 | B S - D

Address CiDocuments and Settingstadministratoriiy Documentsiweb Publishing ExampletChemFood_EBeanRoaster,htm j @GD

Figure 4.14. Viewing the Exported HTML File in a Web Browser

Viewing Published HTML Files

Before a published HTML file can be downloaded from a WebHMI server, you must set GenBroker
active on the WebHMI server node using GenTray:

1. Launch GenTray from the Windows Start menu by selecting Programs > ProcessView >
Tools > GenTray.

2. When GenTray opens, the triangle icon will appear in the Windows tool tray. Click on the triangle
and select GenBroker > Start from the pop-up menu, as shown in Figure 4.15. This activates
the GenBroker Server.
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Figure 4.15. Starting the GenBroker Server on the Server Node

3. Once the GenBroker Server is running, you can view the HTML file that you have published to
the Web server from any client PC's Web browser. To view the published HTML file, open your Web
browser and copy the URL address of the file into the Address field of the Web browser, as shown
in Figure 4.16. A complete address is, for example,
"http://www.myserver.com/webhmi/Samples/ChemFood_BeanRoaster.htm." Be sure to include the
name of the HTML file that you have published and the "htm" file extension. The GraphWorX display
file is referenced in the HTML code so the display can be viewed as a Web page. The client's Web
browser simply downloads the HTML file in which the .gdf file is referenced. All the client needs is a
Web browser; it is not necessary to have ProcessView installed on client. The Web page is
downloaded from the Web server across the Internet/intranet and appears in the client's Web
browser window. The display is real-time, just as if you were viewing the runtime display in
GraphWorX on the server machine; the OPC tag values change dynamically in the display.

File Edit ‘Miew Fawvorites Tools  Help

EBack + = - () il | ‘Qisearch  [GFavorites  GlfMedia ¢4 | B S Y -

fddress hitkp: f funanay, myserver , comiebHMI S amples) ChemFood_BeanF.oaster . htrm j @GD

Figure 4.16. Viewing the Published HTML File in a Client Web Browser

Web Publishing in ProjectWorX

The Web Publishing Wizard can be accessed through ProjectWorX console, allowing you to easily
export/publish one or more GraphWorX display files within a project to a Web server. As shown in
Figure 4.17, the Applications/GraphWorX/Displays tree of each project includes an option to
publish a single display or multiple displays in the project.
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Figure 4.17. Publishing GraphWorX Displays From the ProjectWorX Console

The WebHMI tree under the Applications tree for each project in the ProjectWorX console, shown
in Figure 4.18, manages Web publishing for the entire project. From here you can right-click and
publish HTML files to a Web server. The WebHMI tree includes the following three categories:

e GraphWorX-Based HTML
e Local HTML Files
e Published Documents

i Projects =
+-#H Boiler Room

EI Factary

3- Power Plant

Eli‘fg Applications
- Graphwors32

% Alarmwork32
A Trendworkiz
% Datakwork32

] Scriptwors3z
SEm MobileHrI
@ screen Manager
GenBroker
[ Reportwors, MET o

v GraphWork32-Based HTML
@& Local HTML Files
Published Docunents

L. e GenTraw _Iv

Figure 4.18. WebHMI Tree in ProjectWorX Console
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GraphWorX-Based HTML

The GraphWorX-Based HTML subtree of the WebHMI tree, shown in Figure 4.19, contains HTML
files generated from exported GraphWorX displays. These HTML files have embedded code for
accommodating a GraphWorX Viewer Active X Control. Any requested local copy of a GraphWorX-
based HTML file generated from the Web Publishing Wizard is stored in this folder. (See the “Web
Publishing Wizard” section below for more information on exporting and publishing HTML files from
GraphWorX displays.) The ProjectWorX database maintains a record of which local GraphWorX
display (.gdf) files each of these HTML files depends on. Documents in this folder can be added,
removed, copied, pasted, opened, edited, added to Microsoft Visual SourceSafe, searched,
replaced, and packed the same way items from other categories can.

[ g iZenBroker
% Reportiwors, NET
- webHMI
P MR Graphor32-Based HTML
% Local HTHML Files

Published Documents

Figure 4.19. GraphWorX-Based HTML Subtree

Local HTML Files

The Local HTML Files subtree of the WebHMI tree stores basic HTML files that were not generated
from the Web Publishing Wizard. Here you can add, delete, edit, and maintain various HTML files,
as shown in Figure 4.20.

=& WebHMI
i3] GraphWorsz-Based HTML

- W‘
jé PuUblished bscur Mew HTML Docurnent

&l OPC Servers Add HTML Docurment

tem Tools Source Control 3
Fublish &l Files

w File in the pr | Generate Report

Figure 4.20. Local HTML Files Subtree

Published Documents

The Published Documents subtree of the WebHMI tree, shown in Figure 4.21, maintains a list of
all HTML files that have been exported/published from ProjectWorX.
= webHMI
- Grapharkiz-Based HTML
Lacal HTML Files
: Published Documents
[ GenTray Generake Report
Language Aliasing
% Global Aliasing % HEm o i’

%l

Figure 4.21. Published Documents Subtree

In the right-hand pane of the ProjectWorX Console, each itemis listed as a URL with the date it was
published, as shown in Figure 4.22. For information about publishing files from ProjectWorX, please
see "Using the Web Publishing Wizard."

LIRL | Publish Date |
@http:,l',l’www.webhmi.cum,l'l:uacIcJJp,l'wel:uHMI,l'test.ﬁ.ctiveX.html 7IS/2002 6:34:...
@http:,l',l'www.webhmi.cum,l'l:uaclq.lp,l'wel:uHMI,l'NewFile.htm 7I5/2002 6:50:...
@http:,l',l'www.webhmi.cum,l'I:uau:kJ.lpZ,l'WEbHMIINewFile.htm 7I5/2002 6:50:...
l#1E’]|1I:I:|:u:,l',l'l.-\u:urlcl,l'F‘uIJIisI‘u_I:est,l'LinkTesI:Z.|;||:IF.I'|I:n'| 71902002 10:40...

Figure 4.22. List of All Documents Published From ProjectWorX
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Launching the Web Publishing Wizard in ProjectWorX

The Web Publishing Wizard in ProjectWorX, shown in Figure 4.23, performs two basic operations:
1. The Wizard creates HTML files based user-specified GraphWorX display (.gdf) files.

2. The Wizard then either "exports" (saves) the HTML files to a user-specified directory on the local
drive and/ or "publishes" (uploads) the HTML file to a user-specified Web server URL address
(i.e. over the Internet or an intranet).

% Smar Web Publishing Wizard i x|

— Publizh "&b Page

|[Displa_l,l Mame] htm

—EBazed on Source File

I[AII Graphtwor displays in Project] J

— Publishing O ptions
[v Publish to ‘eb Server
|http: Hlocalhost/webhmi ;I

¥ Export Local Copy
C:\Program FilezS marProcessview'Projectz Project 2\Appli:] J

— Publizhing Customization

Fublizhing customization allows vou to change 'web
Fublizhing Settings. Advanced. .. l

k. Cancel | Help |

Figure 4.23. Web Publishing Wizard in ProjectWorX Console

You can open the Web Publishing Wizard dialog from the ProjectWorX console in the following
ways:

Select the project root and then choose Publish Wizard from the Tools menu, as shown in Figure
4.24. In this case, both the Publish Web Page field and the Based on Source File field in the Web
Publishing Wizard dialog are read-only and contain the text “(Display Name).htm” and “(All
GraphWorX Displays in Project),” respectively. The browse (...) button is also disabled.

fckion Wiew  Tools  Help  Eavorites |J L= -h|

Iébl g a :‘-51 Put 'Power Plant' in runkime

Machine Startup Configurakion —
Tree I Favorites 3
Runtime Configuration

F Projects plic
E% e RWM pC <
Sl Factory Login ko Source Safe ojln
i Applica v Prompk For Comments ojer
H-[22 OpC Se X

Project Propetties ikl

ower Plan

am P
18 Applica Compact Database splar

EIE (3 S
- % Displays ||

. Termolates

Figure 4.24. Opening the Publishing Wizard From the Tools Menu

e Right-click on the Applications/GraphWorX/Displays tree and select Publish All Displays, as
shown in Figure 4.25. In this case, both the Publish Web Page field and the Based on Source
File field in the Web Publishing Wizard dialog are read-only and contain the text “(Display
Name).htm” and “(All GraphWorX Displays in Project),” respectively. The browse (...) button is also
disabled.

4.16



Web Publishing Wizard

B f[g applications

Templat:
Svmbiols
VEA Wiz
- Alarmworss

= E raphiwarkse

T | cheeseDetail gdf

%ChemFDnd_EeanRDaste. o0
1 Ml‘\:_-l_..d .|

Mew Display
Add Display
Source Conkrol r

Publish &l Displays

§
fThrLI.I;IdF
Generate Repork

£
-5y Trendwors:
£
i

jg Datawaorys;
.. .

Srrimbbhtary s

View g

Figure 4.25. Publishing All GraphWorX Displays in a Project
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Right-click on a GraphWorX display and select Publish HTML, as shown in Figure 4.26. In this
case, the Based on Source field in the Web Publishing Wizard dialog is read-only and contains the
name of the selected GraphWorX display.

The browse (...) button is also disabled.

R .
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Figure 4.26. Publishing a GraphWorX Display File

Right-click on the Applications/WebHMI/GraphWorX-Based HTML tree and select New HTML
Document, as shown in Figure 4.27. In this case, you need to specify a GraphWorX display file
in the Based on Source File field by browsing for the file or by typing in the file name. You also

need to specify the name of the new HTML file in the Publish Web Page field.
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Figure 4.27. Creating a New HTML File in a Project
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Export and Publish Options in ProjectWorX
The Web Publishing Wizard in the ProjectWorX console, shown in Figure 4.28, generates an HTML
file based on one or more user-specified GraphWorX display (.gdf) files. Then the Wizard either
"exports" (saves) the HTML file to a user-specified directory on the local drive or "publishes"
(uploads) the HTML file to a user-specified Web server URL address (i.e. over the Internet or an
intranet).

You have the following options when using the Web Publishing Wizard for a project:

Export and/or publish all GraphWorX display files in the project.
Export and/or publish a single GraphWorX display file in the project.
Export a display file locally

Publish a display file to a Web server.

Both the Publish to Web Server and Export Local Copy actions can be performed at the same
time.

% Smar Web Publishing Wizard x|

— Publish ‘#eb Page

I[Diaplay M ame] bt

— Based on Source File

I[.-'i‘«ll Graphwor displays in Project] J

— Publighing Optiohs
[¥ Publish to %eb Server
Ihttp:.-’.-"www.m_l,lsewer.u:u:um.-’wel:uhmi j

v Export Local Copy
IE:'\F‘rugram FilezhS marProcessView'\ProjectsProject 2"\."1'\p|:l|ij J

— Publighing Customization

Publizhing custormization allows you to change Wweb
Publizhing 5 ettings. Advanced... |

(0] | Cancel | Help |

Figure 4.28. Web Publishing Wizard in ProjectWorX Console

Exporting and Publishing Multiple GraphWorX Display Files in
ProjectWorX
In ProjectWorX, you can export and/or publish multiple GraphWorX display files using the Web
Publishing Wizard.

To export/publish all displays in a project:
1. Select the project root and then choose Publish Wizard from the Tools menu, or right-click on

the Applications/GraphWorX/Displays tree and select Publish All Displays, as shown in
Figure 4.29.
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Figure 4.29. Launching the Web Publishing Wizard

2. This launches the Web Publishing Wizard, as shown in Figure 4.30. In this case, both the
Publish Web Page field and the Based on Source File field in the Web Publishing Wizard
dialog are read-only and contain the text “(Display Name).htm” and “(All GraphWorX Displays in
Project),” respectively. The browse (...) button is also disabled.

+%, Smar Web Publishing Wizard

— Publizh Web Page

I[Diaplay M ame] bt

— Bazed on Source File

I[.l'-\ll Graphior dizplays in Project]

— Publizhing Options
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[¥ Export Local Copy

]

IE:"\F'ngram Filesh5 marFrocessView'\ProjectzstProject E%pplill J

— Publighing Cuztomization

Publizhing custormization allows you to change Web
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Advanced... |

(] Cancel |

Hep |

Figure 4.30. Publishing All GraphWorX Displays in a Project

Exporting and Publishing Individual GraphWorX Display Files in

ProjectWorX

In ProjectWorX, you can export and/or publish individual GraphWorX display files using the Web

Publishing Wizard.

To export/publish a single display in a project:

1. Right-click on a GraphWorX display and select Publish HTML, as shown in Figure 4.31.
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Figure 4.31. Launching the Web Publishing Wizard

2. This launches the Web Publishing Wizard, as shown in Figure 4.32. In this case, the Based on
Source File field in the Web Publishing Wizard dialog is read-only and contains the name of the
selected GraphWorX display. The browse (...) button is also disabled.

3. Inthe Publish Web Page field of the Web Publishing Wizard, specify the name of the HTML file
that will be created. The .gdf file name is filled in by default, but you can give the HTML file a
different name.

#4, Web Publishing Ukility x|

— Publish *+/eb Fage

—Bazed on Source File

IE:\Pngram FilezhSmartProcessWiewtProjectz\Project 24 Applications J

— Publishing Dptiohs
V¥ Publizh to ‘Wehb Server
Ihttp:fflocalhnstfwebhmi ;I

[ Export Local Copy

| 3|
— Publishing Customization

Publizhing customization allows you o change ‘Web
Publishing Settings. ddvanced... |

0Ok I Cahcel | Help |

Figure 4.32. Publishing a GraphWorX Display in a Project

You can also right-click on the Applications/WebHMI/GraphWorX-Based HTML tree and select
New HTML Document, as shown in Figure 4.33, to export/publish a GraphWorX display. This
launches the Web Publishing Wizard. In this case, you need to specify a GraphWorX display file in
the Based on Source File field by browsing for the file or by typing in the file name. You also need
to specify the name of the new HTML file in the Publish Web Page field.
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Figure 4.33. Creating a New HTML File in a Project

Exporting a Display File Locally in ProjectWorX

To export a GraphWorX display to a directory on the local drive:

1. Right-click on the Applications/WebHMI/GraphWorX-Based HTML tree and select New HTML
Document, as shown in Figure 4.34.

I Favarites | | Mame
___ﬂ Screen Manager = | | = Main Display. gdF bt
GenBroker ] Display1.qdf htm
-8 ReportWord NET

@& wiebHMI

Mew HTML Docurnent
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% Language Aliasing Generate Repork
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Figure 4.34. Launching the Web Publishing Wizard

2. This launches the Web Publishing Wizard, as shown in Figure 4.35. In the Based on Source
File field of the Web Publishing Wizard, you must specify the name of the GraphWorX display
(.gdf) file to be exported, as shown in Figure 4.35. To choose a display, click the ... button to the
right to browse for a file. Select a file and then click Open. The directory path and the file name
are shown in the text field.

+% Smar Web Publishing Wizard i %]

— Publish web Fage

M esFile. htrm

—Baged on Source File

| |

— Publizhing O ptions
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|E:'\F'rogram Files\SmartProcessYiew \Projectz\Project 2'~A|:||:|Iij J
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Publishing Settingz. Advanced... |
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Figure 4.35. Exporting a Display File Locally in ProjectWorX
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3. Inthe Publish Web Page field of the Web Publishing Wizard, specify the name of the HTML file
that will be created.

4. In the Publishing Options field, the Export Local Copy check box is checked by default.
Specify the local directory path name to which you want to export the HTML file. You can select
a recently used path from the drop-down list, or click the ... button to browse for a destination
directory. Select the directory and click OK. The local directory pathway you selected appears in
the Export Local Copy field of the Web Publishing Wizard.

By default, ProjectWorX saves the HTML file to the (local) Applications/WebHMI/GraphWorX-
Based HTML tree. From there, the HTML file can be edited and published again in the future.

5. Click the OK button to generate the HTML file. The new HTML file is saved to the local directory
pathway specified in the Export Local Copy field.

Both the Publish to Web Server and Export Local Copy actions can be performed at the same
time.

Publishing a Display File to a Web Server in ProjectWorX

To publish the HTML file to a directory on a Web server (i.e. over the Internet or an intranet):

1. Right-click on the Applications/WebHMI/GraphWorX-Based HTML tree and select New HTML
Document, as shown in Figure 4.36.

I Favorites | | Mame
(- Screen Manager o | | ] Main Display, gdf him
- B8 GenBroker ] Display1.gdf htm
=8| Reportword.MET

=& webHMI

&7 Local HTML Files Mew HTML Document
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-2 Global Aliasing |

Figure 4.36. Launching the Web Publishing Wizard

2. This launches the Web Publishing Wizard, as shown in Figure 4.37. In the Based on Source
File field of the Web Publishing Wizard, you must specify the name of the GraphWorX display
(.gdf) file to be published, as shown in Figure 4.37. To choose a display, click the ... button to
the right to browse for a file. Select a file and then click Open. The directory path and the file
name are shown in the text field.
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Figure 4.37. Publishing a Display File to a Web Server

3. Inthe Publish Web Page field of the Web Publishing Wizard, specify the name of the HTML file
that will be created.

In the Publishing Options field, check the Publish to Web Server check box and type in the
URL address of your Web server with the complete directory indicating where you want to
publish the HTML file, as shown in Figure 4.37. In the sample Web server URL address shown
above ("http://www.myserver.com/WebHMI/Samples"), the various components are:

E

e http:/ivww.myserver.com: IP address (server name) of the WebHMI Server
e WebHMI: Name of the WebHMI server root directory
e Samples: Name of the directory on the server to which the HTML file will be saved

o

Click the OK button to generate the HTML file. The new HTML file is uploaded to the Web server
and then saved to the URL address path specified in the Publish to Web Server field.

Note
By  default, ProjectWorX  also saves the HTML file to  the (local)
Applications/WebHMI/GraphWorX-Based HTML tree. From there, the HTML file can be edited
and published again in the future.

Note
Both the Publish to Web Server and Export Local Copy actions can be performed at the same
time.

Publishing Customization Options

The Web Publishing Wizard contains some customization options for exporting/publishing HTML
files. Clicking the Advanced button on the Web Publishing Wizard dialog opens the Web
Publishing Properties dialog box, which contains the following tabs:

General Settings

Server Switching Support
Screen Resolution Settings
Publishing Options
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General Settings

The General tab of the Web Publishing Properties dialog box, shown in Figure 4.38, allows you
to specify the default URL address for the WebHMI Server. This WebHMI root URL path is used as
the default path when only Export Local Copy is selected on the Web Publishing Wizard dialog
box. (If Publish to Web Server is selected on the Web Publishing Wizard dialog box, you can
specify a different URL path for the WebHMI Server.)

WEB Publishing Wizard Properties |

Screen Resalution I Publizhing Optians
General | Server Switching Support

WiebHMI R oot URL Path:
hittp: £ Avavaes. ryzerver. combwebhmi

M ote:

Thiz "WebHMI Root LURL iz uzed as default path when only Expart
Local Copy iz selected.

0k I Cancel Apply Help

Figure 4.38. General Settings

Server Switching Support

The Server Switching Support tab of the Web Publishing Properties dialog box, shown in Figure
4.39, allows you to enable or disable GenBroker support for the exported/published HTML file. Here
you can specify which GenBroker configuration file (.gbc or .gbx) will be activated. The GenBroker
configuration file establishes the settings for OPC data communications between the clients and the
Web server.

WEB Publishing Wizard Properties x|

| Server Switching Support | Sereen Besolution I Publishing Dptions |

Addz GenBroker Configurator Support to exported HT ML
Communication can be eztablizhed to one zerver at a time anly.
{~ Mone

% iz Configured in 'ebHMI Settings

" User Defined

Ok I Cancel Apply Help

Figure 4.39. Server Switching Support Settings
There are three available options for GenBroker support:

o None: GenBroker support is not active.

e As Configured in WebHMI Settings: This setting uses the default URL address of the
GenBroker configuration (.gbc) file as specified in the WebHMI installation.

e User Defined: When this option is selected, the GenBroker Configuration File URL field
becomes available, allowing you to specify the URL address of the GenBroker configuration
(-gbc or .gbx) file.
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Clients can receive data from different WebHMI servers, but communication can be established only
to one server at a time. The server to which a client connects depends on the type of information
that the client requests. If Server A, for example, does not contain the components necessary to
answer the client's request, the request will be forwarded to Server B, or Server C, and so on.

For information about configuring GenBroker settings, please see the GenBroker Configurator
Help documentation.

Screen Resolution Settings

The Screen Resolution tab of the Web Publishing Properties dialog box, shown in Figure 4.40,
determines the screen resolution and size of the GraphWorX Viewer ActiveX control, which is
referenced in the generated HTML file and then downloaded to a client PC when the HTML file is
viewed in the client's Web browser. You can specify the screen size in the Width and Height fields
in terms of pixels (px) or percentage (%). Click the Resolutions button to select from a pop-up
menu of standard screen resolutions, as shown in Figure 4.40.

WEB Publishing Wizard Properties ) x|

ublizhing Options |

Semver Switching Support

EaSiewer Activel Size in HTML: :
Resolutions

width | 100 Height: | 199 =l

0.
":'\:-c

=
o)

L
":'\':-c

T
o)

Ok I Cancel Ll Help

Figure 4.40. Screen Resolution Settings

Publishing Options

The Publishing Options tab of the Web Publishing Properties dialog box, shown in Figure 4.41,
enhances the publishing process. By default, the Web Publishing Wizard provides support for
related files detection (for more details, see the Multiple Display Support section). The multiple
display detection could be a rather lengthy process. You can speed up the process by disabling the
Enable Multiple Display Support option. This is especially useful, if you have already published
your project files to the Web server, and now you want to update display you have changed.

The multiple display detection mechanism ensures that the Web page will be published properly for
the source file. Disabling the Multiple Display Support may cause publishing of an incomplete web
page, which may result in unexpected behavior. Therefore, it is suggested to disallow publishing of
the Web page. You can do so by enabling the Publish Display File Only option.
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Figure 4.41. Publishing Options

Publishing Files at a Later Time

The Web Publishing Wizard, ProjectWorX saves the generated HTML file to the (local)
Applications/WebHMI/GraphWorX-Based HTML tree. The advantage of storing a local copy of an
exported HTML file is that it can be edited, packed, moved, unpacked, and then published again at
any time. This saves you the burden of having to re-export the same GraphWorX display file to a
new HTML file. You can use this option in any of the following ways:

e Right-click on any HTML file in the Applications/WebHMI/GraphWorX-Based HTML tree and
select Publish HTML from the pop-up menu, as shown in Figure 4.42.

e Right-click on any HTML file in the Applications/WebHMI/Local HTML Files tree and select
Publish HTML from the pop-up menu.

Selecting Edit HTML from the pop-up menu opens the source code for the HTML file.

YFUMILES I e | == | e
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> ¥ Copy
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Figure 4.42. Publishing a Locally Stored HTML File

e Right-click on the GraphWorX-Based HTML Files tree and select Publish All Files from the
pop-up menu, as shown in Figure 4.43.

e Right-click on the Local HTML Files tree and select Publish All Files from the pop-up menu.

e Right-click on the WebHMI tree and select Publish All Files from the pop-up menu. This
publishes all HTML files in the WebHMI tree.
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Figure 4.43. Publishing All Locally Stored HTML Files

All of these actions open the Publish HTML File to Web Site dialog box, as shown in Figure 4.44.
The Qualified WWW Folder field in this dialog is identical to the Publish Location field in the Web
Publishing Wizard dialog and is stored in the same place in the registry if the action is successful.
This specifies the location of the Web server to which the HTML file will be published. If the
export/publish action is successful, a "publish” action on an HTML file in the Local HTML Files tree
simply uploads the HTML file to the Web server. A “publish” action on an HTML file in the
GraphWorX-Based HTML Files tree uploads both the HTML file and its attached GraphWorX
display (.gdf) file to the Web server.

Publish HTML File to Web Site x|

Qualified Whahw Folder
Ihttp:.-".-“www.m_l,lsewer. com/webhmi

0k, | Cancel | Help |

Figure 4.44. Specifying a Web Server Location for HTML Publishing

Web Publishing Log

When exporting/publishing only one file from a GraphWorX display to HTML, you are alerted if
anything goes wrong in the process. If, however, multiple files are being exported/published
simultaneously, a log is generated so the operation will not be halted with each file that cannot be
exported/published. After a batch publishing operation from the GraphWorX-Based HTML Files
tree, a log file appears showing the success or failure of each attempt to publish the files. If this log
file is needed at a later time, it can be found in the project root, as shown in Figure 4.45.

Tree I Favatites | Marne | size
3 Projects - ﬁg-ﬁ-pplications

m-ff Untitled 4 | |BzopcC servers

[ Untitled 3 (=] Projinfo. ini 0 bytes

- Untitled 7 [#]Lintitled 1.5ec 278 bytes
= fif untitled 6 [8] Publishing Lag & 24 Kb
#-f[f Untitled 3

= Untitled 1 | |

=i Applications

§ o cranhivor i

Figure 4.45. Location of Web Publishing Log File
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Chapter 5

WEBHMI CLIENT CONFIGURATION

WebHMI Client/Server Architecture

GenBroker acts as a bridge that links WebHMI clients to the WebHMI server over the Internet. The
WebHMI clients are used to view Web pages downloaded from the WebHMI server through a Web
browser (Internet Explorer or Netscape Navigator). As shown in Figure 5.1, GenBroker enables
communication between the Web clients and the WebHMI server over TCP/IP.

For complete information about configuring GenBroker communications, please refer to the
GenBroker Help documentation.

hy E.................................................E

WebExplorer Client i Security
Internet Explorer and'or :
Hetscape Havigator :
_ ||—j Licensing
15 or
PWs
COPC
Servers

Figure 5.1. WebHMI Client/Server Architecture

Configuring GenBroker

The GenBroker Configurator is a tool that enables you to customize your network architecture. The
GenBroker Configurator allows you to:

e Specify the communication method.

e Configure the GenBroker Client.

e Configure the GenBroker Server.

e Assign nodes to direct channels.

e Assign mediator nodes for indirect channels.

e Specify the default channel.

e Add and remove nodes or IP addresses.

e Configure channel properties.

e Specify the location of primary and redundant remote servers.

The configuration settings are saved in a GenBroker configuration (.gbc or .gbx) file. You can store
multiple configuration files. Configuration files tell GenBroker Server how to communicate when it
interacts with various clients. The .gbx configuration file is the preferred format for version 7.0. The
.gbc format only contains primary nodes of security and licensing servers, while .gbx contains the
primary and backup nodes for all kinds of Smar servers. The .gbx file is stored in XML, while the
.gbc is binary. The .gbc file is used for backward compatability with version 6.x. It is recommended
that you use the .gbx format in version 7.0.
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GenBroker has already been configured prior to installation. Configure (or reconfigure)
GenBroker only if you wish, for example, to change servers.

GenBroker is configured for both the client side and the server side. For WebHMI, the GenBroker
configuration (.gbc or .gbx) file used by the client resides on the server side. Once the client
connects to the server, the file is downloaded from the server. ProcessView clients have their own
.gbc or .gbx file. Note that a GenBroker Server does not need to be a GenBroker client or a Web
server.

For complete information about configuring GenBroker communications and GenBroker Server,
please refer to the GenBroker Help documentation. For information about WebHMI client
configuration, please see the WebHMI help documentation.

Configuring GenBroker for the Client Side

GenBroker is configured for both the client side and the server side. Here we are concerned with
WebHMI client configuration. For information on how to configure GenBroker for the server side,
and for example GenBroker configurations, please see the GenBroker Help documentation.

WebHMI uses a configuration (.gbc or .gbx) file for GenBroker. The GenBroker configuration file
used by the client resides on the server side. Once the client connects to the server, the .gbc or .gbx
file will be downloaded from the server.

The first step in the WebHMI client configuration is to specify which .gbc or .gbx file to use. You can
use a default file provided in the WebHM I installation, or you can you can create a new file. To work
with a .gbc or .gbx file, you must start the WebHMI client configuration from the Windows Start
menu by selecting Programs > WebHMI> Client Configuration, as shown in Figure 5.2.

7%, Change Host Mame Utilicy

: Client Configuration

@ Help
Read Me

@ YWersions Lkiliky
@ WebHMI Examples

Figure 5.2. Starting the Client Configuration

This opens the WebHMI tab of the GenBroker Properties dialog box, as shown in Figure 5.3. To
use the default configuration file, click the ... button to the right of the GenBroker Configuration to
Upload field. This allows you to select a .gbc file. Browse to "InetPub\wwwroot\WebHMNSamples"
and select Default.gbx.
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WebHMI

The wWebHMI Server may have page(s] containing Activersz that uploads a zpecific
enBroker Configuration file to the 'WebHb| Clientz.

“Wweb Page [HTML File]:

Edit Saurze... |

GenBraker Confiquration to Upload:

C:\netPubhssnaroothisfebH k145 amplesh D efault. gbs J
Gt hem L | New.. | Edt.. |
(] | Cancel | Apply | Help |

Figure 5.3. WebHMI Client Configuration
The file pathway will appear in the text box, as shown in Figure 5.3. You do not have to reconfigure
the default file except to:

e Redirect channels of a WebHMI server.
e Add a channel for a new node whose resident OPC server provides data to client PC browsers.

If you want to set up a different or more advanced client/server communication architecture, you can
either reconfigure the “default.gbx” file or create a new .gbc or .gbx file.

Editing the Default Configuration File

To reconfigure the default configuration, click the Edit button on the WebHMI tab of the GenBroker
Properties dialog box. This opens the GenBroker Configurator screen, shown in the example in
Figure 5.4. Notice that the file pathway is displayed under the Configuration File field. In the
example, the IP address "99.99.99.99" is the default mediator node and is the node assigned to the
Security server and the License server. You can add, remove, or reconfigure nodes using the
commands and functions described in the following sections.

File Channel Mode Help

i e ad i I RPCT A WA

Caonfiguration File:
IE:'xlnetF'uI:u'xwwwru:u:ut'xWel:uHMl"aS amplezh D efault. gbx

GenBroker Channels

-8B OPC Direct Remote Servers...
b “=r PC aver TCPAP Direct Channels

TP

----- “=r OPC over 504PAML Direct Channels

S0RP

----- &? OPC over DCOM Direct Channels
EI“'@ OPC over TCPAP Channel wia 39.99.99.99 [default]

TGP

L. 48, 99999999

| Save & Cloze I

Cancel |

Figure 5.4. Editing the Default GenBroker Configuration
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Creating a New GenBroker Configuration File

You can also create a new configuration by clicking the New button on the WebHMI tab. This opens
the GenBroker Configurator screen, shown in Figure 5.5. You can add and configure nodes using
the commands and functions described in the GenBroker Help documentation. To view the
GenBroker Help, select Help Topics from the Help menu.

File Channel MNode Help

o |2 oas | x| = o Lm| ] 2]

Configuration File:

finew file]

GenBroker Channels
L OPC Direct [default)
= OPC over TCPAP Direct Channels

TP

Ldm OPC over SOAPSML Direct Channels

¢ E0AP

Ledme OPC over DCOM Direct Channels

DCoH

Remate Servers. ..

Save & Cloze I

Cancel |

Figure 5.5. Creating a New GenBroker Configuration

Retrieving a GenBroker Configuration File From a Web Page

Alternatively, you can search for a GenBroker configuration file in an HTML file. In many cases, .gbc
or .gbx files are referenced in the source code of HTML files. Click the ... button to the right of the
Web Page (HTML File) field on the WebHMI tab of the GenBroker Properties dialog box. Browse
to select an HTML file, and then click the Open button. The HTML file pathway will now be
displayed in the Web Page (HTML File) text box. In addition, the Edit Source button will be
enabled. Clicking Edit Source allows you to view the source code for the selected HTML file. Once
you have selected the HTML file, click the Get From HTML button to retrieve the .gbc or .gbx file
that is referenced in the HTML source code.

Example GenBroker Configuration

This section shows an example GenBroker configuration for the sample network setup shown in
Figure 5.6. The network includes five different PCs, or nodes. The example GenBroker
configuration shown here is for PC1, which communicates with PC2, PC3, PC4, and PC5 according
to the settings in the GenBroker Configurator. This example demonstrates how communication
between PC1 and the other four PCs can be routed through a mediator node, as shown in Figure
5.6. PC1 will not communicate directly with the remote computers, but it instead will establish a
connection with the mediator computer. This mediator will then route the communications to the final
destinations—in this case PC2, PC3, PC4, or PC5. The mediator node may be located on a remote
computer, which can only be reached through a RAS (remote access service) connection or the
Internet.

54



WebHMI Client Configuration

FC1

Mediator MNode

PCd PC3 Pc4 PC5

Figure 5.6. Communication via Mediator Node

Communication Using a Mediator Node

The GenBroker configuration on the mediator node determines how the mediator will connect to
PC2, PC3, PC4, and PC5. This may use OPC direct, OPC over DCOM, or OPC over TCP/IP. In this
case, OPC direct is the default method of communication. To configure communication through the
mediator node on a TCP/IP channel, for example, do the following:

1. Select Add TCP/IP Channel from the Channel menu. This opens the Select a Node dialog box.
Specify a name for the mediator node (for example, "Mediator") in the Node Name or IP
Address field, and then click OK. The new channel will appear in the GenBroker Configurator
screen as OPC over TCP/IP Channel via Mediator, and the new mediator node will appear
below the new channel, as shown in Figure 5.7.

2. Now add PC2, PC3, PC4, and PC5 to the new TCP/IP channel. Right-click OPC over TCP/IP
Channel via Mediator and select Add Node from the pop-up menu. This opens the Select a
Node dialog box. Enter PC2 in the Node Name or IP Address field, and then click OK. The
node name will appear below the channel, as shown in Figure 5.7. Repeat this procedure for
PC3, PC4, and PC5.

For additional examples of GenBroker configurations, please see the GenBroker Help
documentation by selecting Help Topics from the Help menu.

File Channel Mode Help

i e ad M e P A A

Configuration File:

finew file]

GenBroker Channels

9% OPC Direct [defaul! Remote Servers. .
o = OPC over TCPAP Direct Channels

TP

A OPC aver SOAPAML Direct Channels

H- T

----- “=r OPC over DCOM Direct Channels

DCoH

=-+% OPC over TCPAP Channel via Mediator

TR

Save & Cloze I

Cancel |

Figure 5.7. Configuring a Mediator Node
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Chapter 6

WEBHMI SECURITY

WebHMI Security ActiveX

An example of WebHMI Security is included in the WebHMI sample screens. To access the
samples, select Start > Programs > WebHMI > WebHMI Examples. The WebHMI Samples Home
Page appears, as shown in Figure 6.1.

Wa5oHMI

Smar' WWebHM| enables users to view real-time HMI or SCADA applications over the Internet or intranets on any client PC
running Microsoft Internet Explorer or Netscape MNavigator. YWebHMI is extremely easy to use and set up.

Advanced Web publishing tools allow graphics, trends, alarms and reports to be published to designated Web servers running
Microsoft Internet Information Server (IIS), Microsoft Personal Web Server, or Apache Server providing a complete Web-based
Hil or SCADA solution.

“Qur Weh-enabled HVII and SCADA products are hased aon OPC-To-The-Care
fechnofogy and offer unparaffeled performance, efficiency, ease of
connectivity and freedom of choice!”

Default Sampies Inclustry Samples

Figure 6.1. WebHMI Samples Home Page
Click on Default Samples to open the WebHMI Default Samples page, as shown in Figure 6.2.
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GraphWorX32 AlarmWorx32

Figure 6.2. WebHMI Default Samples Page
Click on the Security button to open the Security sample page shown in Figure 6.3. The Symbol
Library in GraphWorX contains a symbol category file called "WebHMI Security Login.sdf," which
contains several symbols that, when dragged into a GraphWorX display, allow users to gain access
to the Security Server.

All the symbols use VBScript to call the Security Server on the remote WebHMI Server and get back
security information. You do not need to know VBScript to use this symbol. You can directly drag
and drop the symbol that you need from the Symbol Library into your display, but you also have the
freedom to use the Script Editor toolbar in GraphWorX to change the source code associated with
each of these symbols. Or you can copy the code and attach it to your own symbols.

All of the scripts associated with these symbols create an instance of the “Smar Login ActiveX” and
call methods of this object or access properties. The complete automation for the “Smar Login
Active X" is described later in this chapter.

These symbols are shown in Figure 6.3.
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Click here to
login into the
security server.

Logged User List

Change Password

Logout User

Log Out All Users

Figure 6.3. WebHMI Security ActiveX Symbols in GraphWorX

Logging Into the Security Server

The WebHMI Security Login ActiveX symbol button, shown in Figure 6.4, enables WebHMI users
on remote client machines to log in to the Security Server. For example, if the "Login" symbol button
is placed in a GraphWorX display, the user can simply click on the symbol (button) in runtime mode
to launch the Security Login dialog box, as shown in Figure 6.4.

Click here to
login into the
security server.

Figure 6.4. Security Login Symbol Button

The Security Login dialog is basically the same as the one for the Security Login Utility, except that
the Advanced login mode is disabled, as shown in the Figure 6.5. The WebHMI Security Login
Active X also includes full keypad support (ideal for touch-screen systems). The Login ActiveX allows
simultaneous login of many users (this must be enabled on the Security Server global settings).

The drop-down list for the user name can show:

e The complete list of users in the system.

e The list of the currently logged users.

e The name of the last logged user.

All of these features must be enabled on the Security Server in order to work.

For more information, please see the Security Configurator Help documentation.
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When you log into the Security Server using the Login ActiveX, you do not get any warning
messages when the security session is about to expire. If your security session expires, then the
Login Active X will automatically be displayed again.

zer Mame: | j Keypad

Smar Security Login |

Password: | Change Password..

Logln | Log Dt | Cancel |

Figure 6.5. Logging Into the Security Server

Changing the Security Server Password

If you should wish to change your password you can do it by clicking on the Change Password
button on the login ActiveX dialog, or you can do it directly by using the Change Password symbol
button and dragging it into your GraphWorX display, as shown in Figure 6.6.

Change Password

Figure 6.6. Change Password Button

Clicking the Change Password button opens the Security Password Change dialog box, as
shown in Figure 6.7. Type your new password in the New Password and Rety pe Password fields,
and then click the OK button.

ICONICS Security Password Ch x|
User Narme: I j

Current Pazsword; |

Mew Pagsward: I

Fetype Paszword: |

Figure 6.7. Changing the Security Password

Viewing the Logged User List

To view a list of users currently logged in to the Security Server, click the Logged User List symbol
button in your GraphWorX display, as shown in Figure 6.8.

Logged User List

Figure 6.8. Logged Users List Button

The Security window will appear, as shown in Figure 6.9. The Security window allows you to view
the list of users that have logged in.
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ICONICS Security x|

Logged In Userfz]:

There are no uzers logged in.

Cloze |

Figure 6.9. List of Logged Users

Logging out of the Security Server

To log out everyone who has logged in, you can use the Log Out All Users symbol button shown in
Figure 6.10.

Log Out All Users

Figure 6.10. Logout All Button

You can also logout one specific user with a simple click on the Logout User button, as shown in
Figure 6.11.

Logout User

Figure 6.11. Logout User Button

You have to specify the user to be logged out in the VBScript code associated with this button. You
can do it by editing the script with the Script Editor toolbar in GraphWorX.

Security OLE Automation

The OLE Automation interface for the WebHMI Security ActiveX is compatible with VBA and
VBScript. You can perform login/logout operations directly trough scripting without displaying any
user interface. The WebHMI Security Active X contains the following OLE Automation interfaces:

LoginDlIg()

Launches the login dialog.

ChangePwdDlg()

Launches the dialog to change the password.

ShowLoggedInUsers()

Launches the dialog to show a list of the usesr currently logged into the Security Server.

Logout()

Logs out all currently logged users.
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SetTimeout(LONG nSec)

Sets the timeout for all of the GenClient calls to the Security Server.

ShowResultMsgs(BOOL bShow)

Enables / disables the message box with the result (e.g. "failed to log on to the Security Server").

LoginUser(BSTR username, BSTR password)

Logs in one specific user through code.

LogoutUser (BSTR username)

Logs out a specific user through code.
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WEBHMI LICENSING

Viewing Licensing Information Using WebHMI

An example of WebHMI Licensing is included in the WebHMI Sample screens. To access the
samples, select Start > Programs > Smar WebHMI > WebHMI Examples. The WebHMI Samples
Home Page will appear, as shown in Figure 7.1.

Wa5oHMI

Smar' WWebHM| enables users to view real-time HMI or SCADA applications over the Internet or intranets on any client PC
running Microsoft Internet Explorer or Netscape MNavigator. YWebHMI is extremely easy to use and set up.

Advanced Web publishing tools allow graphics, trends, alarms and reports to be published to designated Web servers running
Microsoft Internet Information Server (IIS), Microsoft Personal Web Server, or Apache Server providing a complete Web-based
Hil or SCADA solution.

“Qur Weh-enabled HVII and SCADA products are hased aon OPC-To-The-Care
fechnofogy and offer unparaffeled performance, efficiency, ease of
connectivity and freedom of choice!”

A

"

Default Sampies Industry Samples Advanced Sarmples

Figure 7.1. WebHMI Samples Home Page
Click on Default Samples to open the WebHMI Default Samples page, as shown in Figure 7.2.
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Figure 7.2. WebHMI Default Samples Page
Clicking on the Licensing button opens the Licensing page, which allows you to launch the
ProcessView License Monitor. The License Monitor allows you to get an immediate view of the

number of Client Units your enterprise is using at a given time. Click the Show License button, as
shown in Figure 7.3.
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Licensing

Click the button below to launch
the License Monitor.
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Figure 7.3. Launching the License Monitor

This launches the License Monitor, shown in Figure 7.4, which provides information about the
Client Units and points used to run specific ProcessView applications. The Client Units field lists the
number of Client Units that are currently being used in all ProcessView applications, the number of
Available Client Units (which are not currently in use), and the Total number of Client Units, which
is equal to the number of available Client Units plus the number of Client Units In Use. For example,
if you have 700 total Client Units and 300 Clients Units are currently being used, then 400 Client
Units are available. Similarly, the Points field provides information about the number of process
points that are currently being used (in runtime mode) in all ProcessView applications.
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Licenze | Events |

Start Current Demao Owver

Tirne: i3!29!2DD4 31338 PM |3.r'29:'2004 4:36:08 P |3.r'29:'2004 5:13:38 P
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Client Units: [0 16777215 16777215
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State: |

License not found - running in DEMO MODE. About... |
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Mode
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Backup: |

Mode

| Application | Client Units | Tatal |

oK I Cancel Apply Help

License for the WebHMI Server

As mentioned in Chapter 2, before installing WebHMI you must have a licensed ProcessView
installed on the designated WebHMI server. Likewise, the Smar Software License Utility must also

Figure 7.4. ProcessView License Monitor

be installed on the WebHMI server.

Otherwise, the Software License Utility and its installation are the same for WebHMI as they are for

any other Smar application.

Obtaining Additional Connection Units

If you desire additional units, you will need additional licensing for the WebHMI server. Additional

units are provided in increments of five. To obtain additional units, contact Smar distributor.
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Chapter 8

CHANGE HOST UTILITY

Introduction to the Change Host Utility

At some point, you might find that you wish to switch Web servers or use an OPC server on a
different node. The WebHMI Change Host Name Utility enables you to do this easily. To open the
Change Host Utility from the Windows Start menu, select Programs > WebHMI > Change Host
Name Utility. The Change Host Name dialog box will appear, as shown in Figure 8.1.

The process of running the Change Host Utility may require several minutes, and during this time
the circle associated with each file type shown in Figure 8.1 (on the right side) will change color.
The circle will be red while processing a specific file type, and it will be green when the specific file
type is completed with success. The screen may actually flash for an instant while the utility is
"operating" on a file. It is possible to see the file currently processed by reading the file name in the
bottom right part of the dialog.

=llx]
File Help
“wiorking Dir: | C:\Program Files'S mar\ProcessiiswsBin _I
— File Types
_ W Hirrl
Find what: {localhost 2 O
Replace with: |ESTE1E el O
M Twx32v32) ()
[ Match casze * M5 MNebwork [ AWHI2 (aw] O
¥ Recurse subdir i~ DNS W AWR32 (2w O
v Mode name only i~ |P Address W GerBroker O
Eeplace Close

Figure 8.1. Change Host Name Dialog Box

Changing the Directory Name

Change the directory name by typing it in the Working Directory field, as shown in Figure 8.2. You
can also change the directory name by clicking on the button to the right of the Working Directory
field or by selecting Set Working Directory from the File menu.

& ICONICS ChangeHostName = 10| x|

File Help

Wwarking Dir: |E:HInetF‘uwawwrnut\WebHMI"'.S amplez I

I | ~FileTwpes——
Figure 8.2. Directory Name
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Finding and Replacing Files

Functioning like any “find-and-replace" command, the Change Host Name dialog box searches
Smar files for:

e  GWX: GraphWorX (.gdf) display files

e TWX: TrendWorX (.v32) files

e AWX: AlarmWorX Viewer (.awv) files

e AWR: AlarmWorX Report (.awr) files

e GenBroker: GenBroker configuration (.gbc or .gbx) files

e HTML: .htm files

Choose the type of file for which you want to search by clicking on the check boxes in the right
column, as shown in Figure 8.1. The Change Host Name utility searches for the text typed in the
Find what field and replaces it with the text typed in the Replace with field, as shown in Figure 8.3.

Find what: IIu:u:th-:ust

Replace with: |www.mysewer.u:u:urd

Figure 8.3. Find What and Replace With Fields

Check Boxes

Check the Match case check box to do case-sensitive searches, and check the Recurse
Subdirectory check box to search all subdirectories of the working directory. A close-up view of this
section of the dialog box is shown in Figure 8.4.

[T Match caze
v Recurze subdir

¥ Mode name anly

Figure 8.4. Check Boxes

Node name only is a special check box that uses Find String and Replace String and adds "\" or
"/I' at the beginning and "\" or "/" at the end of these strings. This confirms that you have really
replaced network node names.

You can modify the AlarmWorX files and GenBroker Configuration files only by selecting Node
name only. There is no other text information that you can change. The check boxes for the
AlarmWorX and GenBroker Configuration files will be grayed out if you uncheck the Node name
only check box.

Thus, when you uncheck Node name only, you can use the Change Host Name utility to change,
for example, a point name in GraphWorX displays and TrendWorX files at the same time. You must
then enter the original name in the Find What field and the new name in the Replace with field.

Other Options

The three options to the right of the check boxes allow you to change the name or address in the
Replace with field. As shown in Figure 8.5, a name appears in the Replace with field if you select
the MS Network option.
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¥ Recurze subdi

v Mode name only

Find what: flocalhost
Replace with:uana. myserver. com
[T Match case % M5 Metwark

" DMS
= IP Address

Figure 8.5. MS Network Option

Similarly, another name or address will appear in the Replace with field if you select the DNS or IP
Address option, as shown in Figure 8.6 and Figure 8.7, respectively. Click the Close button to exit

from the Change Host Name Utility.

v Recurze subdi

v Mode name only

Find what: localhost
Replace with: —Juww myserver. con
[T Match case " M5 Metwork

¢ DMS
= IP Address

Figure 8.6. Domain Name Services Option

Find what; ||,:,,:a|h,:,$t

Replace with: Iwww.myserver.mm

[T Match case M5 MWetwark
v Recurse subdi " DMS

v Mode name only f* [P Address

Figure 8.7. IP Address Option
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Chapter 9

WEBHMI VERSION SUPPORT

Introduction to Version Support

Version support is a feature in WebHMI that allows for the auto-update of ActiveX components when
WebHMI clients that have Version 6.0 installed connect to a WebHMI server that has Version 6.1 or
installed. When ActiveX components are downloaded from a WebHMI server to a WebHMI client
over the Internet, the ActiveX components are silently installed on the client machine. The ActiveX
components are delivered into the .cab files archive. The .cab files are referenced in the HTML code
near the corresponding ActiveX “clsid". Internet Explorer can detect whether ActiveX components
are present on the client machine. Thus, if an ActiveX is already installed on the client machine,
then there is no need to download a 2 MB .cab file for that Active X.

For example, suppose that a client machine is running Version 6.0, and you want to connect the
client machine to a WebHMI Version 6.1 server. In this case, the client machine requires GenBroker
Version 6.1 support in order to communicate with the WebHMI 6.1 server. It also requires the new
GraphWorX, AlarmWorX, TrendWorX, and all other ActiveX components from Version 6.1. The
Smar ActiveX components are backward compatible; you can open a Version 6.0 file from a Version
6.1 ActiveX component, but you cannot open a Version 6.1 sample file if you have a Version 6.0
Active X component.

Now, for example, suppose that the client has already been connected to a WebHMI 6.0 server, and
the client has already installed all the ActiveX support for ProcessView Version 6.0. Also suppose
that you want to connect the same client to a WebHMI 6.1 server. If there is no version information
in an HTML page, Internet Explorer will not download the new ActiveX .cab files because the
Active X with the same ID is already registered on the client machine.

To avoid such compatibility problems, WebHMI adds the correct version number information to
HTML pages. This is accomplished with the Update Versions Utility. This utility gets the version
information from an information (.inf) file called "WebHML.inf," which contains information about the
entire WebHMI installation, including which archives are installed in which directories, what
component they contain, and the version numbers of the components installed.

Update Versions Utility

The WebHMI Update Versions Utility manages all versioning information on the server side. The
utility allows you to modify HTML files by adding version information for ActiveX components. The
version information in HTML files is necessary for the automatic update of ActiveX components. If
an older version of an ActiveX is already installed and registered on your machine, a newer version
will be downloaded, but only if the version information is placed in the HTML file.

The version information is taken from the "WebHMLinf" file mentioned above. In WebHMI Version
6.1, the "WebHMLinf" file is installed by default on the WebHMI server machine in the
"C:\InetPub\wwwroot\WebHMI" directory.

The Versions Utility is similar to other "find-and-replace" utilities that search in a specified directory
for entered files. The utility searches for the occurrence of ActiveX objects in HTML files. If it finds
any, it then searches the "WebHML.inf" file for the updated version and inserts the new version
information into the HTML files.

Starting the Versions Utility

To open the Versions Utility from the Windows Start menu, select Programs > WebHMI >
Versions Utility, as shown in Figure 9.1.
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Figure 9.1. Starting the Versions Utility
The Update Versions dialog box will appear, as shown in Figure 9.2.

Note: The Version Utility is Web-server oriented and should be used by the Web server (WebHMI
server) administrator only.

Update¥ersions

Ilpdate ICOMICS ‘webHM| Actives verzsions in HTML code

WwiehHM| [nf File; IE:'\InetPub‘awwerDt'\WebHMI‘»WEI::HMI_inf |lpdate

ai

In filezAfile types: I".htm;".html j Cancel
Ir folder: IE:HInetF‘uwawwmutHWebHMl J
[ Look in subfolders

Figure 9.2. Update Versions Dialog Box
The WebHMI Inf File field specifies a path to the information file, which contains version information
for ActiveX components. The default file is the "WebHMLinf" file described above. If you want to
change the file or its location, you can simply type the new location, or click the ... button to browse
for the file.

The In Files/File Types field contains a list of files and/or file types to search for. The default file
types are *.htm and *.html; the utility will search for all .htm and .html files in the specified location.

The In Folder field contains the name of the folder where the search will be started. You can also
use the ... button to change the folder. If the Look In Subfolders check box is checked, the search
will be recursive for all subdirectories of the selected folder.

When you click Update, the utility will search for the specified files in the selected directories. If the
utility finds any of them, it will open each file and search the file for the occurrence of an ActiveX. If
an Active X is found, the utility will search for version information for that ActiveX in the "WebHMLinf"
file.

If the information is found, the updated version information will be automatically appended to the
.cab file address in the HTML code. For example, a GraphWorX Viewer ActiveX (GWXView32.cab)
with version 6.10.97.0 in a Web page will be appended to the "CODEBASE" attribute of the
"OBJECT" block in the HTML code as follows:

CODEBASE=http://www.WebHMI.com/WebHMI/cabs/GWXview 32.cab#Version=6.10.97.0
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Appendix A

Introduction

ALARMWORX AND TRENDWORX WEB
ACCESS

WebHMI includes new AlarmWorX Web Access support for reports and operator comments. The
configuration interfaces for the AlarmWorX Report ActiveX and the AlarmWorX Viewer ActiveX have
been enhanced to enable remote access of Alarm Logger databases over the Internet.

Web Access for Alarm Reports

The AlarmWorX Report ActiveX now enables clients to download alarm reports over the Internet.
The Web Access tab of the Alarm Report ActiveX Properties dialog box, shown below, allows
you to access the currently connected Alarm Logger database over the Internet via a Remote Data
Service (RDS). The RDS, which is hosted by an Internet Information Server (lIS), enables the
downloading of report data from the logger database to a client over the Internet. Simply specify the
URL name or IP address of the IS Web server in the Internet Information Server for Remote
Data Access field, as shown in Figure A.1l. You can also specify a maximum number of database
records to download from the logger database. The default maximum number of records is 1,024.

For more information, please see the AlarmWorX Report ActiveX Help documentation.

Alarm Report ActiveX Properties il

Surmmary I Recard Filtering I Record Sarting
eneral I [and Canfiguration | Faontsz I Colurnnz
Charts Configuration Yeb Access I Reporting

¥ Access cumently connected database over the Intemet via BDS

Internet |nfarmation Server for Bemate Data Access:

Ihttp:;"s’lucalhnst

[Example: http:/AafebHMI. S omeCompary. com]

b ax. Mumber of database records to download: |1EIE¢1

ak. I Cancel | Apply | Help

Figure A.1. Alarm Report ActiveX Web Access Tab
When Internet Access to the logger database is enabled, the client makes a request over the
Internet to the 1IS Remote Data Service. The RDS uses a special component, called the Data
Factory Handler, to relay the request to the local logger database on the server, as shown in Figure
A.2. The RDS retrieves the relevant information for the alarm report from the logger database so
that the client can download the data from the server over the Internet. The client machine then
displays the data in the Report ActiveX per the client's report configuration settings.

In most typical scenarios, the Report Active X configuration is done on the server side. Those steps
include:

e Connection to the database is established by clicking the Connection Parameters button on
the General tab of the Report ActiveX Properties dialog and using the Database Connection
dialog.

e Internet access settings are enabled on the Web Access tab.
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e Configuration data saved as a *.awr file or a *.gdf display containing the Report ActiveX are
published to an HTML document on a WebHMI server.

Client Side Server Side

Remote Data Service (RDS)

Client With L—| Internet P Internet
Alarm Report p (TCPAP) |4 Information Server
ActiveX {ls)
Data
Factory
Handler
F 3
¥
Local Alarm
Logger
Datahase

Figure A.2. Downloading Alarm Report Data From a Remote Logger Database

Web Access Support for Alarm Viewer Operator Comments

The AlarmWorX Viewer ActiveX now enables clients to download operator comments from a remote database
over the Internet. The Display tab of the Alarm Viewer ActiveX Properties dialog box, shown in Figure A.3,
allows you to connect to an operator comments database.

For more information, please see the AlarmWorX Viewer ActiveX Help documentation.

General | Default I R I Colurn I Subzcrption
Display I Grids I Tool Tipz I Settings

Sart...

Mat connected Connectior... |

"Dperatnr Comments Data Sournce;

Filter...

I

Mote:

Server Side filtering is
zet by the
subscription.

L

] I Cancel Epply Help

Figure A.3. Alarm Viewer ActiveX Properties: Display Tab
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Connecting to the Operator Comments Database

In most situations, you will use the AWXLog32.mdb Microsoft Access database (located in the
ProcessView Bin directory) as your operator comments database. This is the standard Alarm Logger
database. To connect to the operator comments database:

1. Click the Connection button on the Display tab. This opens the Database Connection dialog
box, as shown below.

2. Under Data provider, select Microsoft Access, as shown in Figure A.4.

Database Connection x|

— Databasze Connection
Data Provider: ¥ M5 Access " M5 S0L Server  © ODBC

OLE DB Connection String:

2l Buid

Connection

;I Sting...

Base Table Mame: I j
Conrection Status: | DISCOMMECTED

Contect |
Comment: [<NONE> | OpCondition:  [<HONE> =l
Mode: [<MNONE> | OpMNode: [<HONE> ]
Server: [<NONE> ~| OpServer. [<NONE> |

— | Bozess currently connected databaze over the rternet wia BDS
Internet Information Server for Remote Data Access:

[Example: http: /8w ebHMI. S omeCompany. com]

b aw. Mumber of database records to download: IU

[, Cancel

Figure A.4. Connecting to a Database

3. Click the Build Connection String button. This opens the Microsoft Data Link Properties
dialog box, as shown in Figure A.5.

All data source connections are made through the Data Link Properties dialog box. The
Connection tab settings may vary depending on which data provider you selected. Click the OK
button. Click the Help button at any time to view the Microsoft Data Link help documentation.
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B2 Data Link Properties ) x|

Provider Connection |.-“-‘-.|:Ivan|:ed| All I

Specify the following to connect to Access data;
1. Select or enter a databaze name;
C:\Program FileshS marProcessiewBirh %32 mdb

2. Enter information to log on to the database:

|lzer name: I.-’-'-.dmin

Fazsword; I

¥ Blank password [ Allow zaving pazsword

Tezt Connection |

k. | Cancel | Help |

Figure A.5. Specifying a Data Source

4. Click the ... button and select the AWXLog32.mdb file from the bin directory, as shown in
Figure A.6. Click the Open button.

Select Access Database ed B

Lok in: IﬁEin j = e+ E3-
Default MDEs [ 1Topaz
Dialog CIvea
Fiuid @ﬁ.waZLngger kest.mdb
FortInstall [ avszsvr. mdb
Fonks ArLog3z. mdb
Images @G.ﬁ.SEngineCDnFiguratDr.mdl:u
MMxSounds @LangSup.mdh
Pager @PrnjecthrXSZ.mdb
Script @PrnjecthrXSZErmrs.mdb
Scriptiizard (] rwx32.mdb
SnapShots

File name: IA'WXLDQ32.de:| j Open I
Files of type: IMichSth Access Databases [*.mdb) j Cancel |
-

Figure A.6. Selecting the Operator Comments Database

5. The data source reference appears in the Database Connection dialog box in the OLE DB
Connection String field, as shown below. In the Base Table Name field, select EventLog from
the drop-down list.
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The Base Table list varies according to the active Alarm Logger configuration database.

6. Click the Connect button to connect to the database. The traffic light icon changes to green
when the connection is successful, as shown in Figure A.7.

Database Connection ) x|

— Databaze Connection
Data Provider: % 5 Access € 15 SO Server. ) ODELC

OLE DB Connection String:

Provvider=Microsoft. et OLEDB. 4.0:Password=""D1ata Source=C: \Program ;l Bl
Fileg\Smar\ProcessView \Bin\ T 32 mdb Persizt Security [nfo=T e

Eannechon

;I Shring,

Baze Table Mame: |[]E=l'-'"-':'ISi-'.-I"|$ j
Connection Status: | COMMECTED

“Comment:  [<NONE> v| OpCondition:  |<NONE> |
Node: [<NONE> ~| OpNode: [<MONE> |
Server |<NDNE> j Op Server: |<NEINE> j

* Comment Field Beguired

—1 Access curently connected database aver the Intermet via BDS
Internet Information Server for Remate Data Access:

[Example: http:/ MwebHMI S omelCompany.com)|

bd ax. Mumber of databaze records to download: I':'

0k Cancel

Figure A.7. Database Connection

7. Now you must specify which column in the database table you will use to for logging and storing
comments. In the Comment box, select a column from the drop-down list. For most cases, only
the Comment box should be configured. The exception is the case where the system is logging
from two different alarm servers, using the same tag names in both alarm server configurations.
This is the only case where the Node, Server, Op Condition, Op Node, and Op Server
selections should be used.

Enabling Remote Web Access to Operator Comments.

The Alarm Viewer enables you to gain access to operator comments from the currently connected
Alarm Logger database over the Internet. To enable Web access to operator comments, check the
Access currently connected database over the Internet via RDS check box at the bottom of the
Database Connection dialog box. A Remote Data Service (RDS), which is hosted by an Internet
Information Server (lIS), enables the downloading of operator comments data from the logger
database to a client over the Internet.

Once you have connected to the operator comments database. Simply specify the URL name or IP
address of the IS Web server in the Internet Information Server for Remote Data Access field in
the Database Connection dialog box. You can also specify a maximum number of database
records to download from the logger database.
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When Internet Access to the logger database is enabled, the client makes a request over the
Internet to the 1IS Remote Data Service. The RDS uses a special component, called the Data
Factory Handler, to relay the request to the local logger database on the server, as shown in Figure
A.8.The RDS retrieves the relevant information for the alarm report from the logger database so that
the client can download the data from the server over the Internet. The client machine then displays
the data in the Viewer Active X per the client's configuration settings.

In most typical scenarios, the Viewer Active X configuration is done on the server side. Configuration
data saved as a *.awv file or a *.gdf display containing the Viewer ActiveX are published to an HTML
document on a WebHMI server.

Client Side Server Side

Remote Data Service (RDS)

Client With 4— Internet Ly Internet
Alarm Yiewer p  (TCPAP) |4 Information Server
ActiveX {ns)
Data
Factory
Handler
F Y
¥
Local Alarm
Logger
Datahase

Figure A.8. Downloading Operator Comments From a Remote Logger Database

Tips for AlarmWorX Remote Data Access

A good understanding of Remote Data Access principles is a key element to building a successful
solution for a Web-enabled alarm reporting system. Since the volume of alarm databases can
reach hundreds of megabytes, it is very important to keep in mind the following aspects.

Maximum Number of Downloadable Database Records and Adequate Record Filtering

The setting for the maximum number of records to download (Nmax) indicates that any database
guery operations would return no more than Nmax alarm records (lines to the grid). If more than
Nmax records from the current table match the current filtering criteria, then only the portion of the
record set containing top Nmax records is returned. To avoid such record set cut-off, strong
restrictive record filters should be used all the time. Since the record filters are processed on the
database side, the database server uses all existing records to build the record set.

Proper Choice of the Back-end Database

It should be noted that the use of Microsoft Access databases (*.mdb) is not recommended for
Web Access. Poor memory management in Microsoft Jet Engine creates a serious scalability
problem for any type of Web database application. The recommended back-end database for
Web alarming is MSDE (Microsoft Desktop Engine) or Microsoft SQL Server.

Table Management in Alarm Logger Configuration
To provide further optimization for the Alarm Logger database operations, the table management

should be enabled in the logger configuration. See the Alarm Logger Configurator documentation
for more information.
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Using the Remote Database Access Manager

The AlarmWorX Remote Database Access Manager, shown in Figure A.9, is a separate utility
(the AWXRep32RDSSM.exe file) located in the ProcessView Bin directory. This utility configures
the communication parameters for the Data Factory Handler (described above) so that the
AlarmWor X Report ActiveX can connect to a remote Alarm Logger database and retrieve data from
the database. It also enables security for remote database access via the ProcessView Security
Server.

'u AlarmWor¥ Remote Access Manager ﬂ

I ; x
Iﬁ Database connection options

Connection Rety Humber: IS times
Connection Rety Delay: i5 IEL,

@ ¥ Enable Security Management for Remote Database Access [via Security 5 erver

GenClient Updates Timeout: I'l 1] R0,

GenBroker Configuration File:
[lzave thiz field blank to use default configuration)

| o
ok I Cancel |

Figure A.9. AlarmWorX Remote Database Access Manager

Database Connection Options

The Database Connection Options section of the AlarmWorX Remote Database Access Manager
sets the following connection parameters for the Data Factory Handler:

e Connection Retry Number: Specifies the maximum number of times the Data Factory Handler
will try to reconnect to the Alarm Logger database in case the connection fails.

e Connection Retry Delay: Sets the amount of time (in seconds) the Data Factory Handler waits
between subsequent connection retries to the Alarm Logger database.

Security Management

The AlarmWorX Remote Database Access Manager allows you to enable security for remote
database access via the ProcessView Security Server. Check the Enable Security Management
for Remote Database Access (via Security Server) check box. When security is enabled, each
time a user tries to access the Alarm Logger Database, the Security Server will check to verify
whether that user is allowed to have remote access to the database.

For information about the Security Server configuration and login, please see the Security
Configurator and Security Login Help documentation.

Because the database is accessed over the Internet via TCP/IP communications, GenBroker
communications over OPC over TCP/IP must also be enabled. Thus, you must specify a
GenBroker Configuration File (.gbc or .gbx). Clicking the ... button to the right of this field allows
you to browse for a GenBroker configuration file, as shown in Figure A.10.If you do not specify a
GenBroker configuration file, or if no Security Server is specified in the GenBroker configuration,
then the default system GenBroker configuration file will be used.

Ap.A7



WebHMI

If you are using WebHMI, it is recommended that the Security Server be located on the same
machine as the WebHMI Server. For information about how to configure GenBroker
communications, please see the GenBroker Help documentation.

The GenClient Updates Timeout sets the maximum amount of time (in seconds) the Data Factory
Handler will wait for Security Server validation of a data request from the client (i.e. the client with
the Alarm Report Active X installed) before returning an "Access Denied" error.

Select a GenBroker Configuration 7| =]

Laak jn: | 3 Processyiew j = =5 B
__lEin: CPraject1
_lcabs = | Projects
B dpl a3 P Templates
23 dplu 3 Samples
3 Examples & Symbols
1 Genlicing: 1 Translatar

File name: | Open I
Filez of type: |GenBerer #ML Configurations [*.gbx) j Cancel |
v

Figure A.10. Selecting a GenBroker Configuration File

TrendWorX Reporting Tool

To open the TrendWorX Reporting tool from the Windows Programs menu, select Programs >
ProcessView > TrendWorX > TrendWorX Reporting.

The TrendWorX Reporting screen will appear, as shown in Figure A.11.

4# TWZReport1 - TrendWorX Report ActiveX by Smar ) & |EI|£|

File Edit Wiew Actions Tools Help

DSHRRRER: 88 8|2W
S | epiotts

Repork | Enabled | Report Type

4| | i

|F|:|r Help, press Fl |SI:|:||:||:|E!|:I Reports |I:I Reports |E~,l'18,l'2I:II:I4 1:26:40 PM 5

Figure A.11. TrendWorX Reporting Screen
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The TrendWorX Reporting tool exports .csv files, databases, and MS Excel Workbooks. Of these,
only Excel Workbooks can be imported into HTML files. To do this, configure an Excel-based report
by selecting Add Report from the Edit menu. This opens the Report Configuration Wizard, which
is a series of dialog boxes that allow you to configure report. In the Target tab, shown in Figure
4.12, select Excel File, check the Publish option, and click on the HTML Path button to determine
where in the directory you wish to place the files. Currently, some server-side scripting may be
required to generate dynamically HTML pages with all the available reports. In future versions of
WebHMI, the WebHMI Explorer based on MS Digital Dashboard will do this automatically.

For a complete guide through the steps in using the TrendWorX Reporting Tool, please see the
TrendWorX user guide or online help documentation.

=]
" Databaze Table ' Teut File ' Eucel File
Template... | |E:'\F'ru:ugram Files\ICOMICSYGEMESIS-325E xamplezhGen3d2DemohPainRel
Report F'ath...l |E:'\F'ru:ugram Files\ICOMICSYGEMESIS-325E xamplezhGen32Demo
v Publizh IC:HM_I,I Documents
v wSheet: Select... “FEEpu:url
Fiow: |5_ [T AutoPrint W AddHeadsr W Format ™ Pratect
Caolurnn;
IE % Create Bepork with Date = Dvenite Beport
Ermnail
To: I
Subject: I
< Back Mest » Cancel Help

Figure A.12. TrendWorX Report Configuration Wizard
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Appendix B

SETTING UP DCOM

DCOM As a Requirement

DCOM is now essential to an up-to-date Windows environment. DCOM is built into Windows NT.
Users with machines that have Windows 95 or Windows 98 can browse the Smar Product CD to get
DCOM from Tools/DCOM95 or Tools/DCOM 98, respectively.

Using the Smar Product CD, install the DCOM configuration by clicking on dcm95cfg.exe and then
the DCOM by clicking on dcom.exe. DCOM settings must be configured carefully and correctly to
be able to view WebHMI on the server.

The Web server should also have ProcessView installed on it, as Smar ActiveX controls take their
security and licensing from this registered ProcessView product.

The steps for configuring DCOM and browsing WebHMI are given below. For further information
about DCOM, please refer to the Microsoft Windows help documentation.

If GenBroker TCP/IP channels are used, as they are in WebHMI, neither DCOM settings nor user
accounts are necessary. The information in this chapter is provided only as a reference for setting
up DCOM. You should not need this information if you use WebHMI.

Configuring DCOM for Windows NT

Creating a User Group

It is necessary to create a group of users who will be able to access WebHMI. This is done either on
the Domain Controller or the Workstation, whichever may be the case.

To begin, click the Start button and select Programs > Administrative Tools > User Manager.
Select User Manager, as shown in Figure B.1.

lig Backup

li_hl Dizk Adminiztrator

[7] EventWiewer

ﬁ Ferfarmarnce M anitar
_@ Remaote Access Admin

& Windows M T Diagnnstics

Figure B.1. Opening the User Manager Screen
The User Manager screen will appear, as shown in Figure B.2. Select New Local Group from the
User menu.
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«er Manager =]

Policiez  Optionz  Help

Full Name
B "}B Built-in account for guest access to the computer/domain
Delete Del
Fename...
Properties... Enter
E it Alt+F4
I
Groups Description

2 Acdministratars tdembers can fully administer the computer/domain
g Backup Operatars bembers can bypass file security to back up files

42 Guests Users granted guest access to the computer/daomain
ga Power Users bembers can share directories and printers

i Replicatar Supports file replication in & domain

g Users Ordinary users

Figure B.2. User Manager Screen

Mew Local Group E4d

Group Mame: |We|:|HMILIserS

Description: | Cancel

Help
Members: Show Full Mames |

’_E Adrministrator

dd

[ [ele

Hemoyve

Figure B.3. New Local Group Dialog Box

The New Local Group dialog box will appear, as shown in Figure B.3. In the Group Name field,
type "WebHMIUsers" and click the OK button. The group name "WebHMIUsers" will appear in the
bottom pane of the User Manager screen. Double-click the on WebHMIUsers. The Local Group
Properties dialog box will appear, as shown in Figure B.4. On the Local Group Properties dialog
box, click the Add button.
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Local Group Properties E3

Group Mame:  *webHMIzers (] 8 |
Description: | Cancel |
Show Full M ames | _lﬂelp

tembers:
£ Administator

.Eem (= |

Figure B.4. Local Group Properties Dialog Box

The Add Users and Groups dialog box will appear, as shown in Figure B.5. In the Names field of
the Add Users and Groups dialog box, select each name that you wish to add to the
"WebHMIUsers" group. After selecting the name, click the Add button, as shown below.

For the purposes of the example given here, we have chosen QA_LAB for the List Names From
field. You will probably use another source of names when configuring your new user groups.

Each time that you choose a name and click the Add button, that name will appear in the Add
Names pane, as shown below. To find a name that does not appear in the Names pane, click the
Search button, as shown in Figure B.5.

Add Users and Groups
List Mames From: I@ 04, LaE j
Mames;

iR Cert Publishers Enterprize certification and renewal age
Dinzl pdateProsy OMS clients who are permitted to perfor
{f Cromain adminz Dezignated administrators of the domain
@20 ormain Computers All workstations and servers joined to the
{f Domain Controllers All damain controllers in the domain

{f Clomain Guests All domain guests

{f Domain gers All dormain uzers

{f‘ E nterprize Admins Designated administrators of the enterpr;l
Sdd HEmbEers... |
&
Add Mames:
[la_LABYDomain Users; QA_LAB\Domain Guests; O4_LAB\Domain ;I
Computers

(] Cancel Help

Figure B.5. Names Added to "WebHMIUsers" Group
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Find Account
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& Search &l
" Search Only Ir:
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EBNTI
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Search Besults:

Add Cancel Help

3

Figure B.6. Add a Found Name to the Add Names Pane

The Find Account dialog box will appear, as shown in Figure B.6. In the Find User or Group field,
type the name of the user or group for which you are searching, and then click the Search button.

If the name for which you are searching is found, it will appear in the Search Results field of the
Find Account dialog box. Click the Add button to place the name in the Add Names pane of the
Add Users and Groups dialog box, as shown in Figure B.6. After you have placed all of the names
in the Add Names pane, click the OK button on the Add Users and Groups dialog box.

This will cause the Local Group Properties dialog box to appear, as shown in Figure B.7. Click the
OK button on the Local Group Properties dialog box. This will cause the User Manager dialog
box to reappear. You have now created the "WebHMIUsers" Group. To conclude this phase of the
DCOM setup, select Exit from the User menu of the User Manager dialog box.

Local Group Properties

Group Mame:  “wWebHMIUzers

ik |

Deszcription: I Carcel
Help
Members: Show Full Mames |
Adrriniztrator

(4,_LABYDomain Computers
Q4_LABNDomain Guests
Q4_LABNDomain Users

Hemave

Figure B.7. Local Group Properties Dialog Box
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Configuring DCOM Properties

To begin configuration of the DCOM properties, click the Start button and select Run from the
Windows Start menu. The Run dialog box will appear, as shown in Figure B.8. Type "dcomcnfg” in
the Open field, and then click the OK button.

Run HE

Twpe the name of a program, folder, or document, and
Windows will open it for pou.

-~

¥ | B it Separate fdemen Space

Ok i I Cancel | Browse. .. |

Figure B.8. Opening the dcomcnfg Folder

The Distributed COM Configuration Properties dialog box will open, as shown in Figure B.9.
Click on the Default Properties tab of the Distributed COM Configuration Properties dialog box.

Distributed COM Configuration Properties

Applicatians | Default Properties | Default Security | Default F'mtocolsl

Applications:

H AoUU-E 2 - 1|_- A, -1
Adobe Acrobat Document
Al og32

A =32

COM+ Event System Tier2

Drataton=<32

Event Object Change

GenBroker Configuration

GenRegiztrarServer

GenTray

HTHL Application

ICOMICS Alarm OPC Server

ICOMICS Alarmiwor<32 alarm Display

ICOMICS GenBroker

ICOMICS Genesiz Agent

loonice OPC Server For Allen-Bradley Metworks
ICOMICS Persistent Trending D acument
ICOMICS Simulator OPC Server

ICOMICS Trendwior<32 Trend Digplay ;l

Properties. . |

(] I Cancel Appli

Figure B.9. Distributed COM Configuration Properties Dialog Box

The Default Properties tab will appear, as shown in Figure B.10. Check Enable Distributed COM
on this computer. Doing so allows DCOM objects to be created on this machine. Select Connect
in the Default Authentication Level field. Select Identify in the Default Impersonation Level field.
You do this in case security is absent at the object level; the server will then use this level to check
permissions in the ACL (Access Control List) of the client machine.
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Distnbuted COM Configuration Properties

Applications D efault Properties | Diefault 5ecurity ] Default Protocols ]
[+ Enable Distributed COM on this computer
[ Enable COM Internet Services on this computer
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Default Authentication Lewvel:

Connect

~
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determing who iz calling them, and whether the application can do
operations uging the client's identity.

Default Impersonation Level:
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[ Erw@ additional zecurity for reference tracking

0k | Cancel

Figure B.10. Configuring the Default Properties

Click on the Default Security tab to have its page appear, as shown in Figure B.11. Click the Edit
Default button.

Distributed COM Configuration Properties

Applications | Default Properties  Default Security | Default F'n:utu:ucu:uls]

Default Access Permizsions

ou may edit who iz allowed to accezs applications that do not
prowide their awn settings

Default Launch Pemizzionz

You may edit who iz allowed to launch applications that do not
provdide their own gettings.

Edit Defaul. .

Default Configuration Permizzionz
“ou may edit the list of uzers that are allowed to modify OLE clazs

canfiguratian infarmation.  Thiz ncludes instaling new OLE servers
and adjusting the configuration of existing OLE servers.

Edit Diefault...

Ok | Cancel | |

Figure B.11. Default Security Tab
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This opens the Registry Value Permissions dialog box, shown in Figure B.12. Click the Add
button.

Registiy ¥alue Permizsions

Reaqiztny Walue: D efaulkécoezsPermizzion
Owner: Administratar
M arne:
Tpe af ACEEss: I j
0k Cancel | Hemove | Help |

Figure B.12. Registry Value Permissions Dialog Box

This opens the Add Users and Groups dialog box, shown in Figure B.13. In the Names field,
scroll down to WebHMIUsers, and then click the Add button. "WebHMIUsers" will appear in the
Add Names field, as shown in Figure B.13. With "WebHMIUsers" now in the Add Names field and
Allow Access set in the Type of Access field, click the OK button.

Add Users and Groups E3
Lizt Mames From: I.@Dﬁ_LﬂB j
M ames:
@Enterprise Adrning Designated adminiztrators of the enterpriﬂ
Evemnyone All U zers
Group Palicy Creator Dwhers Mermbers in thiz group can modify group
@ INTERACTIVE |Jzers acceszing thiz object locally
E;,- METWORE Ilzerz acceszing thiz object remotely
@Schema Adminz Dezignated adminiztrators of the schems
e STYSTEM The operating zpstem
! ebHMIL zers Llzers of webHM| ir
ol Show U zers Eembers. Search.. |
Add Mames:
D4 _LABNWebHMIUsers -]
Type of Access: IAIIuw Access j
0k [ I Cancel | Help |

Figure B.13. WebHMIUsers Placed in Add Names Field
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The Registry Value Permissions dialog box will appear, as shown in Figure B.14. With
"WebHMIUsers" now in the Name field and "Allow Access" set in the Type of Access field, click the

OK button.
Regiztry Yalue Permiszions E3

Registry W alue: DefaultbccessPemizsion
Dwrer: Adminiztrator

Mame:

{"_F_ |:l|l|_|__|l| wdebHMI U zerz Allow Access

Type of Access: IAIInw Aocess ﬂ

(] [}\J Cancel |

Figure B.14. "WebHMIUsers" Added to Name Field

Remove | Help |

The Distributed COM Configuration Properties dialog box will appear, as shown in Figure B.15.
In the Applications tab, select Security Server, and then click the Properties button.

Distributed COM Configuration Properties

Applications | Default F'ropertiesl DefaultSeu:urit_l,lI Drefault F'rntocu:ulsl

Applications:

b bfhd ezzenger i
M kxPopup _I
k=S napshot

M ideo

M obSync

bSDAINITIALIZE

MSM Mezzenger Object

MHuwsProsy
OpcEnum
Faintbruzh
Remate Debug

bt anager for J ava

g =
SEMS Logon Ewvents
SEMS Metwork Events

SEMNS OnMow Events

SEMS Subscriber for EventSyztem EventObjectChange events
SetuplogServices Clazz [1)

SetuplogServices Clazs [2)

Sound Recorder ;I

Properties. |
ak. I Cancel Apply

Figure B.15. Setting Properties of Security Server

The Security Server Properties dialog box will appear, as shown in Figure B.16. On the General
tab of the Security Server Properties dialog box, make sure that the Authentication Level field is
set to Default. Then click on the Security tab.
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Secunty Server Properties
General anu:atiu:un] SEcurity] Identity] Endpu:uints]

General properties of this DCOM application

Application narme: Security Server

Application type: local zerver

Authentication Level:  [[nf=Em =
Local path: E:\PJ@GHAW MCOMICSAGEMES]~14BINYsec

ok | Cahcel

Figure B.16. Security Server Properties Dialog Box

The Security tab page will appear, as shown in Figure B.17. On the Security tab, make sure to
select Use default access permissions, Use default launch permissions, and Use custom
configuration permissions. Then click on the Location tab.

Security Server Properties K E

Genetal] Location  Security lldentit_l,l] Endpaints]

{« |se default access permissions

" Ilze custom access permissions

ou may edit whao can access thiz application.

[

¥ |ze default launch permissions
" Usze custom launch permissions

ou may edit who can launch this application.

" Usze default comfiguration permizsions

(% |Use custom configuration permissions
Tou may edit who can change the configuration information for this

application.
Edit...
Ok | Cancel | |

Figure B.17. Setting Permissions
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The Location tab will appear, as shown in Figure B.18. On the Location tab, check Run
application on this computer. Click the OK button. The Distributed COM Configuration
Properties dialog box will reappear. Click the OK button.

Security Server Properties EE
General Location |Sec:urity| Identit_l,ll Endpu:uintsl

The following zettings allow DCOM to lozate the corect computer for thiz
application. 1f you make more than one zelection, then DCOM uzes the first
applicable one. Client applicationz may overide pour zelections.

[ Run application on the camputer where the data iz located

¥ Fun application on this computer

[ Fun application on the following computer:

I Erowze,.. |

ak I Cancel Lpply

Figure B.18. Location Settings

You have now completed the DCOM setup process for Windows NT.

Configuring DCOM for Windows 95 and 98

Using a Windows 95 or 98 Machine As a Web Server

Computers with Windows 95 or Windows 98 installed must belong either to a domain or a
workgroup. To let this Web server know about all of the permitted users, select Run from
the Start menu, as shown in Figure B.19.

Programs
#| Favorites
/j' Dacuments
iy Settingz
Find

Help

y ¥ v v v

i@?ﬂ

&2, Log Off JohnR...

Shut Dawr...

Figure B.19. Opening the Control Panel
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The Run dialog box will appear, as shown in Figure B.20. Type "dcomcnfg” in the Open field, and
then click the OK button.

Run EHE

Type the name of a program, folder, document, ar [nternet
rezource, and Windows will open it for pou,

] I Cancel | Browse... |

Figure B.20. Run Dialog Box

The Distributed COM Configuration Properties dialog box will appear. Click on the Default
Properties tab to open the Default Properties tab page, shown in Figure B.21. Select None in the
Default Authentication Level field, and select Identify in the Default Impersonation Level field.

Diztributed COM Configuration Properties

Application:  Default Properties iDefauIt 5 ecurity

¥ Enable Distributed COM on this computer

= Default Digtributed COM communization properties

The Authentication Level zpecifies secunty at the packet level.

Default Authentication Level:

; [Mare] __‘_'_j

The Imperzonation Level zpecifies whether applications can
determing who iz calling them, and whether the application can do
operations uzing the client's identity.

Default Imperzonation Level:

L —

[T Brovide additional security for reference tracking

| ] 4 i Cancel Apply

Figure B.21. DCOM Configuration Properties Dialog Box
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Click on the Default Security tab, shown in Figure B.22, and then click the Edit Default button.

Distibuted COM Configuration Properties

Applications | Default Properties  D'efault Security

Default Access Permissions

Y'ou may edit who iz allowed to access applications that do not
provide their own settings

[ Enable remote connection

ak Cancel Apply

Figure B.22. Default Security Tab

The Access Permissions dialog box will appear, as shown in Figure B.23. Under the name field,
select the names of all domain or workgroup users, and then click the Add button.

Access Permiszions
M ame | Accezs Permizzzions |
HT14%Domain Users Grant Access
' NT1kiran Grant Access
04 LaBNkian Grant Access

& The ‘warld Grant Access

Add | Bemaove |

Ok I Cancel |

Figure B.23. Access Permissions Dialog Box
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Add Accesz Permissions EE3

MName:
IThe wdarld

g 16 bit zource zafe |

32 bit zource zafe

E Aarar

& Administrator
7 Alaa

E Alex

E Alexander
E Andre

7 Andrew

7 Anonpmous

E Arjan

[

Obtain list from:

{MT1

=l

Deny Access |

@ Thee vearld =

[~
[—

(H]8 Cancel

Figure B.24. Add Access Permissions Dialog Box

The Add Access Permissions dialog box will appear, as shown in Figure B.24. The names that
you have selected will appear in the Name field and in the right-hand pane. Click the Grant Access

button, and then click the OK button.

The Distributed COM Configuration Properties dialog box will reappear. On the Default Security
tab page, check the Enable remote connection check box.

Now click on the Applications tab of the DCOM Configuration Properties dialog box. In the
Applications field, select Security Server, and then click the Properties button, as shown in

Figure B.25.

Distributed COM Configuration Froperties

Applications

Applications:

Default Properties

Default Secunty

i zohelp

MetMeeting

OftProy
QpcErum

Outlook Office Finder
Cuikdat.clzQuikData

Fatrl]
S cripkhe

Snap&u:ut File l

w32 Document
[

SwirGlobal Global Class

M zoHelp AW Search Dialog
M zoHelp Key Search Dialog

Mefwor<32 Configuration

Outlook Meszage Attachment

Private Debug Manager for Java

Syztem Restore \Wrapper
TagBrowszer.Application
Uploadid anager

Ok

Cancel Lpply

Figure B.25. Selecting Security Server
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The Security Server Properties dialog box will appear, as shown in Figure B.26. On the Security
tab page, select Use default access permissions.

Security Server Properties

Figure B.26. Security Server Properties

Securnty 5erver Properties

Figure B.27. Location Tab
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As shown in Figure B.27, on the Location tab, check the Run application on this computer
option. To return to the Distributed COM Configuration Properties dialog box, click the Apply
button.

The Default Properties tab page of the Distributed COM Configuration Properties dialog box will
reappear. Click the Apply button.
You have completed DCOM setup for Windows 95 and 98.

It is, however, strongly suggested that Windows NT be used as the Web server. If there are two NT
machines in a workgroup, then you have to create the same group of users (“WebHMIUsers") on
these machines. Alternatively, the same user with the same password should log in at any given
time on these two PCs.

If all the computers are in a domain, then the client PCs need not have a list of all users
(WebHMIUsers) on them, since the domain controller takes care of granting or denying permissions.
On the Windows 95/98 client machines, you should do the setup in such a way that they receive
their list of users from the domain controller or the NT workstation, whichever is pertinent. To do
this, go to Network Properties > Access Control. In the Obtain list of Users and groups from
field, type in the PC name of the Workstation (where the workgroup was created) or the PC name of
the PDC (domain controller where the domain was created), whichever is pertinent.

Domains, Workgroups, Rights to the Server Node and DCOM

DCOM's complexity recommends its use only for intranet and LAN applications.

For WebHMI to function correctly or, more specifically, to establish proper DCOM intranet
communication, all client WebHMI PCs must be in the same workgroup or domain as the WebHMI
server node.

The DCOM default launch and default configuration settings on the server node must be configured
so that everyone logged in on the WebHMI client PC has access to the server node. Any user
logged in on a client PC must also have the proper rights to browse the WebHMI server.

For the proper transmittal of information over DCOM between two PCs, these two nodes must be in
either the same workgroup or domain.

In any networked application, all of the computers must share common information. From Smar’
point of view, the most important function of such applications is to enable the sharing of user-
related information.

In a workgroup, you have to configure this information individually on each machine. In a domain,
one main computer, typically called the Primary Domain Controller (PDC), stores all of this
information. When a new PC joins the network:

e In a workgroup, you must configure all of the settings manually.

e In a domain, the PDC will automatically send them to the new PC.
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